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;"rgf tyf ;~rf/ k|ljlw -cfOl;6L_ dfgj ;Eotfsf] ax'cfoflds ljsf;sf] cleGg c+u 
eO;s]sf] 5  . cfOl;6Lsf] ljsf;n] dfgj hLjgsf x/]s If]qdf k|efj kf/]sf] 5  . >d, 
lzIff, ;"rgf / dgf]/~hgsf If]qdfq geO{ ;fdl/s ;'/Iffnufotsf ;+j]bgzLn kIfdf ;d]t 
cfOl;6Lsf] e"ldsf a9\bf] 5 . cfOl;6Lsf] ljsf;n] cflj:sf/ u/]sf] OG6/g]6 xfd|f] kl/jf/sf] 
Ps ;b:o h:t} eO;s]sf] 5 . To;}n] OG6/g]6nfO{ dflg;sf] k|To]s s[ofsnfk;Fu hf]l8g] 
cfwf/e"t ljifosf ?kdf a'em\g] ul/G5 . OG6/g]6df kxF'r ca ;'ljwfsf] ljifodfq /x]g . of] 
clwsf/sf] kIf ePsf] 5 .

ljZje/L g} dfgjclwsf/sf] ;Ddfg, /Iff / k|j4{gdf OG6/g]6sf] e"ldsfaf/] ;3g ax; 
eO/x]sf 5g\ . ljZjJofkL / ax'cfoflds ljz]iftf ePsf] OG6/g]6sf]   e"ldsfaf/] g]kfndf 
klg o:t} ax;sf] vfFrf] 5 . :jtGq, ;'/lIft / v'nf OG6/g]6df kx'Fr xfd|f] jsfntsf] ljifo 
xf] . o;sf]] ;b'kof]uaf6 dfgjclwsf/sf] /Iff / k|j4{g ug'{kg]{ uDeL/ / ljrf/0fLo kIfx? 
5g\  . o;tkm{ ug'{kg]{ ;'wf/sf] sfd g]kfnL gLlt lgdf{tf, /fhgLlts bnx?, sd{rf/LtGq, 
;"rgfk|ljlwsf k|fljlws, gLlhIf]q, sfg"gsf 1ftf / gful/s ;dfh ;a}sf] ;femf bfloTj 
klg xf] . 

g]kfndf :df6{ kmf]gsf] k|of]udf a9f]Q/L;Fu} OG6/g]6sf] kx'Frdf ;+VofTds a[l4  ePsf] 5 . 
g]kfn b"/;~rf/ k|flws/0fsf] kl5Nnf] /]s8{cg';f/, g]kfndf OG6/g]6sf] lj:tf/ () k|ltzt 
k'u]sf] 5  . of] lj:tf/;Fu} OG6/g]6sf dfWodx?af6 ;fj{hlgs ;/f]sf/sf ljifodfly lbgx'F 
cfddflg;sf ljrf/ JoQm x'g] / cfk;L ;+jfb x'g] dfq xf]Og ;/sf/n] NofPsf gLlt sfo{qmd 
/ /fHosf] sfg"gdf ;d]t l8lh6n :k];df Jofks 5nkmn x'g yfn]sf 5g\ . 

g]kfndf OG6/g]6sf] k|of]u x'g yfn]sf] @^ jif{ ePklg cfd dflg;sf nflu OG6/g]6÷;fOa/:k];df 
cfkm\gf] clwsf/ s;/L ;'/lIft x'G5 eGg] 1fgsf] cefj 5  . sltko gful/s c1fgtfs} 
sf/0fn] klg ;fOa/ ck/fwsaf6 kLl8t x'g] u/]sf 5g\ eg] OG6/g]6 tyf ;fOa/ :k];df 
gful/ssf clwsf/ s;/L ;'/lIft ug{ ;lsG5 eGg] 1fg sfg"g tyf gLlt lgdf{0f txdf klg 
sd 5 . ;dfhdf OG6/g]6sf] k|of]u olt w]/} al9;Sbf klg ;'/lIft OG6/g]6 lgdf{0f ug{ s]xL 
gLltut tyf sfg"gL Joj:yfx? ul/Psf eP klg tL k|aGwx? pko'Qm / kof{Kt b'j} 5}gg\ . 
t;y{ ;fOa/ ;'/Iffsf] plrt Joj:yfkgsf nflu ax"kIfLo kxndfkm{t\ gLltut tyf sfg"gL 
k|of; ug{ ca l9nf ug{ x'Fb}g .

e"ldsf
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Psflt/ OG6/g]6, ;fOa/ ;'/Iffsf If]qdf ePsf s]xL k|of;x? 5g\ / csf]{lt/ l8lh6n:k];, 
OG6/g]6df g]kfnL gful/ssf] a9\bf] kx'Fr / pkl:yltn] ;fOa/ ;'/Iff / o;sf nflu to 
ul/g] gLlt lgodsf] dfgjclwsf/;Fusf] cGt/;DaGw af/]df klg a[xQ 5nkmn x'g' h?/L 
ePsf] 5 . ;fOa/ ;'/Iff tyf OG6/g]6sf] If]q Jofks ePklg ljz]if u/L gful/ssf] cleJolQm 
:jtGqtf / uf]kgLotfsf] xs s'l07t gxf];\ eGg] s'/f a9L dxTjk"0f{ x'G5 . /fli6«o ;fOa/ 
;'/Iff gLlt lgod agfpg] qmddf /fHosf] ;'/Iffdf a9L hf]8 lbFbf gful/s clwsf/ v'lDrg] 
8/ plQs} x'G5 . Ps k|hftflGqs d'n'sdf hgtfsf clwsf/ s'g} klg dfWoddf s'l07t x'g' 
x'Fb}g –rfx] Tof] cgnfOg xf];\ jf ckmnfOg  . To;}n] ;du| /fHosf] ;'/Iff ckgfpFbf tyf 
;"rgf tyf ;~rf/k|ljlw pks/0f / OG6/g]6sf] dfWodaf6 x'g] ck/fw lgoGq0f ubf{ rflng] 
sbd slt j}wflgs 5g\ eGg] s'/fn] plQs} dxTj /fV5 . ;fOa/ ck/fw lgoGq0f tyf lgd"{n 
ug{ rflng] /fHosf sbdn] gful/ssf] cleJolQm :jtGqtf tyf uf]kgLotfdf s'g} cfFr 
cfpg' x'Fb}g . 

;"rgf k|ljlw / OG6/g]6sf] ;'/Iff tyf ;'/lIft OG6/g]6sf] ;xh k|of]usf] cj:yf oL b'j} cfofd 
;fOa/ ;'/Iffsf kIfx? x'g\ . clxn] ljZje/L g} OG6/g]6sf] If]q;Fu dfgjclwsf/sf] ljZjJofkL 
dfGotf / ;+j]bgzLntfnfO{ s;/L :yflkt ug]{ eGg]af/] cjwf/0ffx? / dfGotfx?df 5nkmn 
rln/x]sf] 5 . l8lh6n:k];df jf l8lh6n jftfj/0fdf dfgjclwsf/sf] ;Ddfg, ;+/If0f / 
k|j4{gnfO{ ;r]ttfk"j{s Wofg lbg' cfjZos 5 . ;"rgf k|ljlwsf k"jf{wf/x? ;+/If0f Pp6f 
dxTjk"0f{ kf6f] xf] eg]+ o;};Fu hf]l8g] csf]{ kf6f] OG6/g]6sf dfWodx?df ul/g] cleJolQm, 
;+jfb / ;"rgf k|jfxsf] ;'/Iff xf]  . /fli6«o ;fOa/ ;'/Iff /0fgLltn] ;Daf]wg ug'{kg]{ log} 
b'O{ kIfdf o; k'l:tsfdf k|:t't ;Gbe{ ;fdfu|Ln] yk 5nkmn / ax;nfO{ lbzfjf]w ug]{5 . 
dfgjclwsf/sf cGt/f{li6«o l;4fGt / ;+oGqx?df JoQm k|ltj4tf / dfGotfx?nfO{ ;"rgf 
k|ljlwsf] ljsf; / lgodgdf cnUofpg ;lsb}g . 

oxL ;]/f]km]/f]df l8lh6n clwsf/sf] If]qdf sfd ug]{ a]nfotL ;+:yf Unf]an kf6{g;{ 
l8lh6n -Global Partners Digital_ n] tof/ u/]sf] dfgjclwsf/ d}qL /fli6«o ;fOa/ ;'/Iff 
/0fgLlt;DaGwL Ps >f]t ;fdfu|L xfd|f] ;Gbe{df lgs} pkof]uL x'g] b]lvPsfn] xfdLn] ;f] 
;fdfu|LnfO{ >f]t k'l:tsfsf] ?kdf k|sfzg u/]sf] 5f}+ . of] GPD n] tof/ u/]sf] æDeveloping 

National Cybersecurity Strategies which Respect, Protect and Promote Human RightsÆ 
zLif{ssf] gLltkqsf] g]kfnL cg'jfb xf] . o; k'l:tsfdf dfgjclwsf/ d}qL -;Ddfg, ;+/If0f 
/ k|j4{g_ /fli6«o ;fOa/ ;'/Iff /f0fgLlt tof/ ubf{ cjnDag ug'{kg]{ pkfosf af/]df lj:t[t 
rrf{ ul/Psf] 5 . c:6«]lnof, :jL8]g, o's], 8]gdfs{ cfo/Nof08, ;+o'Qm /fHo cd]l/sfh:tf 
k|hftflGqs b]z tyf ljleGg ljsf;f]Gd'v / cNkljsl;t b]zx?sf /fli6«o ;fOa/ ;'/Iff 
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/0fgLltn] pNn]v u/]sf k|fjwfgx?sf] k|;Ë lvRb} / t'ngf ub}{ ca lgdf{0f ul/g] ;fOa/ 
;'/Iff /0fgLlt dfgjclwsf/ d}qL s;/L agfpg ;lsG5 egL o; ;fdfu|Ln] dfkb08 k|:t't 
u/]sf] 5  . ;fOa/ ;'/Iff /0fgLltdf x'g'kg]{ cGtj{:t'sf] ;fy} /0fgLlt lgdf{0fdf s] s:tf 
;/f]sf/jfnfsf] ;xeflutf x'g'k5{ / o;df s'g s'g ljifodf s;/L cGt/f{li6«o ;xof]u / 
;xsfo{ ug{ ;lsG5 eGg] kIf klg oxfF pNn]v 5 .

g]kfndf ;fOa/ ;'/Iff /0fgLltsf] d:of}bf tyf o; If]qsf nflu ljleGg sfg"gx?sf ljw]osx? 
5nkmndf cfO/x]sf a]nf o; ljifodf ;xL /0fgLlt tof/ ug{sf nflu o; k'l:tsfn] lgs} 
d2t k'Ug] cfzf ul/Psf] 5  . ;fy}, ;fOa/:k];nfO{ ;'/lIft / dfgjclwsf/ d}qL agfpg 
hg:t/df ax; cufl8 a9fpg / gLlt lgdf{0f txsf JolQmx? tyf ;f+;bx?nfO{ klg gLlt 
th'{df ug{ o;n] dxTjk"0f{ 1fg k|bfg u5{ eGg] lk|m8d kmf]/dn] 7fg]sf] 5 . lk|m8d kmf]/d 
cgnfOg÷;fOa/:k];df dfjgclwsf/df Jojwfg/lxt cEof;sf kIfdf 5 . o;sf nflu of] 
>f]t ;fdfu|L lgs} dxTjk"0f{ x'g] xfdf] ljZjf; 5 . 

o; >f]t ;fdfu|LnfO{ cg'jfb u/]/ dgf]h sfsL{n] k'¥ofpg' ePsf] ;xof]usf nflu xflb{s 
wGojfb 5  . ;fy} o;sf] cg'jfb ug{ / k|sfzg Pj+ ljt/0fsf ug{ cg'dlt lbg] Global 

Partners Digital / ;f] ;+:yfsf ldqx? 8f]Ghf 3f]af8L / 8flgnf lgl8«u k|lt ljz]if cfef/ 
JoQm ub{5'  . of] k|sfzgdf ;fOa/ ;'/Iff /0fgLlt af/]sf g]kfnL ;Gbe{x? ;d]t o;df 
k|:t't ug{ / cfjZos ;+of]hg ug{'x'g] lk|m8d kmf]/dsf sfo{qmd ;+of]hs ;xsdL{ gf/fo0f 
l3ld/];lxt ;xsdL{ cflbTo bfxfn / d~h' bfxfn cf]emfnfO{ klg wGojfb 1fkg ub{5' .

tf/fgfy bfxfn
k|d'v sfo{sf/L,

lk|m8d kmf]/d
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/fli6«o ;fOa/ ;'/Iff gLltsf] d:of}bf, @)&*
k|ljlw If]qdf g]kfn l9nf] k|j]z u/] klg ;"rgf tyf ;~rf/ If]qn] b'O{ bzsotf km8\sf] 
df/]sf] 5 . o;sf] ljsf;;Fu} ;/sf/n] ljleGg ;dodf cfOl;6L;DaGwL gLlt, sfg"g NofPsf] 
klg 5 . ;"rgf tyf ;~rf/sf] lgodgsf nflu gLlt / sfg"g w]/} cufl8 b]lv NofOP klg 
ljz]ifu/L OG6/g]6 / l8lh6n o'usf lqmofsnfk;Fu k|ToIf ;/f]sf/ /fVg] ljifo ;fOa/ 
;'/Iff;Fu ;DalGwt eP/ /fli6«o ;fOa/ ;'/Iff gLltsf] d:of}bf @)&* c;f/ dlxgf dfq 
;fj{hlgs ul/Psf] 5  . gLltsf] d:of}bfdfly ljleGg ;/f]sf/jfnfx?sf] ;'emfjsf nflu 
dGqfnon] cfXjfg klg u/]sf] 5 . o; gLltsf] d:of}bfdf !^ kl/R5]b 5g\ . o;sf] k[i7e"dLd} 
n]lvPsf] 5, æ;"rgf k|ljlw k|0ffnLdf ;fOa/ cfqmd0faf6 x'g ;Sg] IfltnfO{ /f]Sg, Go'lgs/0f 
ug{ / eljiodf x'g ;Sg] o:tf cfqmd0faf6 ;'/lIft /xg ;fOa/ ;'/Iff;DaGwL /fli6«o gLlt 
klxnf] k6s th'{df ul/Psf] 5 .Æ 

gLltsf] bL3{sfnLg ;f]r o;k|sf/ 5M æ;fOa/ hf]lvdnfO{ ;Daf]wg ub}{ JolQm, Joj;fo Pj+ 
;/sf/sf nflu e/kbf]{, ;'/lIft Pj+ nlrnf] ;fOa/ :k]; -resilient cyber space_ lgdf{{0f ug]{ .Æ o; 
d:of}bfdf rf/j6f nIo lgwf{/0f ul/Psf] 5 eg]+ p2]Zo klg rf/ j6} 5g\ . kl/R5]b ( df 
pNn]v u/]sf rf/j6f p2]Zo o;k|sf/ 5g\M
•	 ;'/lIft, e/kbf]{ / nlrnf] ;fOj/:k]; agfpg Pj+ o; If]qdf cGt/fli6«o dfkb08 ÷:t/ 

sfod ug{ sfg"gL tyf gLltut Joj:yfnfO{ ;zQm agfpg' . -(=!_
•	 ;"rgf Pj+ ;"rgf k|ljlw k|0ffnLsf] ;'/Iffsf] nflu ;+:yfut / ;+u7gfTds ;/rgfx? 

lgdf{0f ug'{ .  -(=@_
•	 ;fOj/:k];nfO{ ;zQm / ;'b[9 agfpg ;'/Iffsf ljifodf hgr]tgf a9fpg] tyf ;fOa/ 

;'/Iff If]qdf hgzlQm pTkfbg Pjd\ sfo{/t  hgzlQmsf] Ifdtf clej[l4 ug'{ . -(=#_
•	 ;fOa/ ;'/Iff ;DaGwL ljZjJofkL hf]lvdnfO{ dWogh/ u/L To:tf hf]lvdx?sf lj?4 

l4kIfLo, If]qLo tyf cGt/f{li6«o d'n's Pjd\ ;+u7gx?;Fu ;xsfo{ ug'{ . -(=$_

To;}u/L  kl/R5]b !! df sfo{gLltsf] Joj:yf ul/Psf] 5 . o; ;DaGwL s]xL ;fGble{s a"Fbfx? 
o;k|sf/ 5g\ . 

ljifo k|j]zM  
g]kfndf ;fOa/ ;'/Iff gLlt
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•	 ljBdfg sfg"gnfO{ ;fOa/ ;'/Iff cg's"n x'g] u/L ;+zf]wg, kl/dfh{g / k'g/fjnf]sg u/L 
;do ;fGble{s agfOg] . -!!=!_

•	 ;fOa/ ck/fw -cybercrime_ Pj+ ;"rgf tyf ;~rf/ k|ljlwsf] ck/flws b'?kof]u lj?4 
Pj+ ;fOa/ ;'/Iff ;alns/0fsf] nflu sfg"g lgdf{0f ul/g] . -!!=@_

•	 ;fOa/ ;'/Iff ;DaGwL cGt/f{li6«o cEof; ;d]tsf cfwf/df Go"gtd k|fljlws dfkb08 
-Minimum Technical Standard_ lgdf{0f ul/g] . -!!=&_

•	 g]kfnL gful/ssf uf]kgLotfsf] xs, ;"rgfsf] xs Pj+ :jtGqtfsf] ;+/If0f ug{ JolQmut 
Pj+ ;fd"lxs ;fOa/ ;'/Iffsf pkfox? lgwf{/0f ul/g] . -!!=!)_

•	 JolQmut jf ;+:yfut tYof+sx? ;+sng, k|zf]wg, k|of]u Pj+ e08f/0f ug]{ lgsfox?df 
ePsf ;fOa/ cfqmd0f tyf k|of]ustf{sf 8f6f xfgL, gf]S;fgL, tyf rf]/L ;DaGwL ;"rgf 
;fj{hlgs ug'{kg]{ Joj:yf ul/g] . -!!=!!_

To;}u/L kl/R5]b !) df pNn]v ul/Psf] ;fOa/ ;'/Iff /0fgLltdf lgDg cf7 a"Fbf pNn]v ul/Psf] 5M 
•	 ;'/lIft, e/kbf]{ / nlrnf] ;fOa/:k]; agfpg cfjZos sfg"g Pj+ dfkb08x? lgdf{0f 

ul/g], -!)=!_
•	 ;"rgf Pj+ ;"rgf k|ljlw k|0ffnL ;'/Iff ug{ cGt/f{li6«o k|rng ;d]tsf] cfwf/df ;+:yfut 

Pj+ ;+u7gfTds ;+/rgfx? lgdf{0f Pjd\ ;'b[l9s/0f ul/g], -!)=@_
•	 ;fOa/ ;'/IffnfO{ ;'b[9 ug{ ;jn Pj+ ;'/lIft k|ljlw, k"jf{wf/ / k|s[ofsf] Joj:yf ul/g], -!)=#_
•	 ;fOa/ ;'/Iff ;DaGwL bIf hgzlQm pTkfbg ul/g], -!)=$_
•	 ;fOa/ ;'/Iffsf] ljifodf hgr]tgf clej[l4 ul/g], -!)=%_
•	 ;'/lIft ;fOa/:]k; lgdf{0fsf nflu ;fj{hlgs lgsfo tyf gLlh If]q;Fu ;dGjo Pjd\ 

;xsfo{ ul/g], -!)=^_
•	 ;fOa/ ;'/IffnfO{ ;'b[9 ug{ cGo d'n's tyf cGt/f{li6«o ;+3–;+u7gx?;Fu ;dGjo Pj+ 

;xsfo{ ul/g], -!)=&_
•	 ;'/lIft cgnfOg :k]; lgdf{0f ul/g] . -!)=*_

;"rgf tyf ;~rf/ k|ljlw gLlt, @)&@ 

o;cl3 @)&@ df g]kfn ;/sf/n] ;"rgf tyf ;~rff/ k|ljlw gLlt NofPsf] lyof], h'g gLlt 
xfn sfof{Gjogdf g} 5 . pQm gLltdf klg ;fOa/ ;'/Iff;DaGwL ljifox? pNn]v ul/Psf] 5 . 

o; gLltsf] cfjZostf lsg k¥of] egL cf}lrTo lvRb} n]lvPsf] 5 , æ;"rgf tyf ;~rf/ 
k|ljlw If]qdf lg/Gt/ eO/x]sf ljsf;sf] oyf]lrt nfe lng jt{dfg gLltut / ;+:yfut 
Joj:yf ckl/xfo{ 5 . ;fOa/ ;'/Iff, sGe/h]G;nufotsf cjwf/0fsf] gLltut ;Daf]wg ug{ 
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;lsPsf] 5}g .===Æ To;}u/L o; gLltsf] efjL ;f]r -vision_ df n]v]sf] 5, æ;"rgf tyf ;~rf/ 
k|ljlwsf] k|of]uaf6 g]kfnnfO{ ;"rgf tyf 1fgdf cfwfl/t ;dfhdf ?kfGt/0f ug]{Æ .

o; gLltsf cf7 j6f nIo 5g\ eg] ;fOa/ ;'/Iffsf] cfjZostf a9\b} uPsf] pNn]v u/]sf] 5 . 

To;}u/L, gLltsf] bkm !!=^=^ df o:tf] pNn]v 5, æjf}l4s ;DklQsf] clwsf/, uf]kgLotf 
tyf ;"rgf ;+/If0fsf] If]qdf ljBdfg ;d:of lg/fs/0fsf nflu ljz]if lgofds Joj:yf nfu" 
ul/g]5 .Æ

o; gLltsf] bkmf !!=@! -;"rgf tyf ;~rf/ k|ljlw k|of]udf ;'/Iff / ljZj;gLotf k|Tofe"tL_ 
n] k|:t't u/]sf ljifo cem dxTjk"0f{ 5g\ . tL x'g\M 
•	 gful/ssf] ;"rgfsf] uf]kgLotf tyf j}rlf/s :jtGqtfnufot cGo d"Nox? k|jw{g ug{ 

;dofg"s'n ;fOa/ ;'/Iff, gLlt, lgb]{lzsf lgdf0f{ u/L nfu" lu/g]5 . !!=@!=!= 
•	 ;"rgf tyf ;~rf/ k|ljlwsf] cjlf~5t k|of]usf ;fy} cgk]lIft ;"rgf k|jfx -Unsolicited 

Content_ lg?T;lfxt ug{ b"/;~rf/ sDkgL tyf OG6/g]6 ;]jf k|bfosx?nfO{ k|zf;lgs, 
k|fljlws tyf cGo pkfo cjnDjg ug'{ kg]{ afWosf/L Joj:yf ul/g]5 . !!=@!=@= 

•	 ;fOj/ ck/fwsf] cg';Gwfg tyf cleof]hg -Prosecution_ Joj:yfdf oyf]lrt kl/dfh{g 
ub}{ ljB'tLo sf/f]af/ P]gsf] k"0f{ sfofGjog ;'lglZrt ul/g]5 . !!=@!=#= 

csf]{ bkmf !@=@!=$ df o; gLltn] pko'Qm ;/sf/L ;+oGqsf] dftxtdf Ps ;fOa/ ;'/Iff 
lgsfo -Cyber Security Cell_ :yfkgf ub}{ ;fOa/ cfqmd0f klxrfg, /f]syfd, k|lt/Iff nufotsf 
cfofdx?sf] k|efjsf/L ;Daf]wg x'g] Joj:yf ldnfOg] s'/f pNn]v u/]sf] 5 . o;} ;Gbe{df ;"rgf 
tyf ;~rf/ dGqfnodf cfktsfnLg sDKo'6/ p4f/ ;d"x -Computer Emergency Response 

Team_ :yfkgf u/L ;fOa/ ;'/Iff;DaGwL r'gf}tLx?sf] zL3| ;Daf]wg x'g] Joj:yf ldnfOg] 5 
elgPsf] 5 . 

o; ;Gbe{df ;a}eGbf dxTj /fVg] sfg"g th'{df k|lqmofdf klg 5 . Tof] xf] ;3Lo Joj:yflksfsf] 
tNnf] ;bgdf ljrf/fwLg /x]sf] ;"rgf k|ljlwsf] ;DaGwdf Joj:yf ug{ ag]sf] ljw]os, @)&% . 
o;n] ;"rgfk|ljlw If]qsf cg]s cfofdnfO{ Pp6} 5ftf P]gaf6 lgodgsf] p2]Zo lnPsf] 5 . 
ljw]osdf ;fOa/ ;'/Iffnufot ljifodf ljleGg k|fjwfgx? k|:tfj pNn]v u/sf] 5 . 

;"rgf k|ljlwsf] ;DaGwdf Joj:yf ug{ ag]sf] ljw]os, @)&%

;"rgf k|ljlwsf] ;DaGwdf Joj:yf ug{ ag]sf] ljw]os, @)&% sf] k|:tfjgfd} æ;fOa/ ;'/Iffsf] 
;d'lrt Joj:yf u/L ;fOa/ ck/fwnfO{ lgoGq0f u/L ;j{;fwf/0fsf] lxt sfod ug{ / ;fdflhs 
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%

;~hfnsf] k|of]unfO{ Jojl:yt / dof{lbt agfpg] ;DaGwdf cfjZos sfg"gL Joj:yf ug{ 
k|rlnt sfg"gnfO{ ;+zf]wg / PsLs/0f ug{ jf~5gLo ePsfn]Æ pNn]v ul/Psf] 5 . 

To;}u/L ljw]ossf] kl/efiff v08df -@=e=_ æ;fOa/ ;'/IffÆ eGgfn]— s'g} klg ;"rgfk|ljlwdf cfwfl/t 
k|0ffnL, g]6js{ / k|f]u|fdnfO{ l8lh6n cfqmdaf6 ;'/Iff eGg] cEof; ;Demg'k5{ —n]v]sf] 5 .

o:t} kl/efiff v08sf] -n_ df æ;"rgfÆ eGgfn] ;/sf/L lgsfo, ;fj{hlgs ;+:yf jf s'g} 
JolQm tyf ;+:yfaf6 ;Dkfbg x'g] jf ePsf] dxTjk"0f{ sfd, sf/afxL / jf lg0f{o;Fu ;DalGwt 
s'g} tYof+s ;Demg' k5{ . 

o; ljw]ossf] kl/R5]b !@ df ;fOa/ ;'/Iff;DaGwL ljz]if Joj:yf pNn]v u/]sf] 5 . ;f] 
kl/R5]bsf] bkmf &( df ;+j]bgzLn k"jf{wf/ tf]Sg ;Sg] pNn]v 5 . o;cGtu{t n]lvPsf] 5 M 

g]kfn ;/sf/n] s'g} klg /fli6«o ;'/Iff, cy{Joj:yf, cTofjZos ;]jf, cfsl:ds ;]jf, :jf:Yo 
jf ;fj{hlgs ;'/Iff ;d]tdf uDeL/ c;/ k'¥ofpg ;Sg] ;"rgf tyf ;~rf/ k"jf{wf/x?nfO{ 
g]kfn /fhkqdf ;"rgf k|sfzg u/L ;+j]bgzLn k"jf{wf/ tf]Sg ;Sg]5 . -!_

pkbkmf ! adf]lhdsf] ;+j]bgzLn k"jf{wf/ ;DaGwL ;'/Iffsf] lhDd]jf/ lgsfo / cGo Joj:yf 
tf]lsP adf]lhd x'g]5 . -@_ 

pQm ljw]ossf] kl/R5]b !! sf ljleGg bkmfdf ;"rgf ;'/Iff tyf uf]kgLotf;DaGwL Joj:yf 
k|:tfj u/]sf] 5 . o;cGtu{t bkmf ^& b]lv &* u/L !! j6f bkmfx? 5g\, h:t} j}olQms 
ljj/0fsf] ;+sng ug{ gx'g], ;"rgfsf] ;'/Iffsf] k|Tofe"lt ug'{kg]{, tYof+s s]Gb| tyf Snfp8 
;]jf ;~rfng;DaGwL Joj:yf, tYof+s s]Gb| tyf Snfp8 sDKo'6/ k|0ffnL /fVg'kg]{, ljB'tLo 
:j?ksf] ;"rgfnfO{ Iflt k'¥ofpg], rf]/L ug{ gx'g], ljB'tLo k|0ffnLdf /x]sf] ;"rgfsf] rf]/L 
ug{ gx'g]nufot k|fjwfg 5g\ . 

To;}u/L, ljw]ossf] kl/R5]b !$ df ;fdflhs ;~hfn lgodg;DaGwL Joj:yf ul/Psf] 5, 
h;df ;fdflhs ;~hfn btf{ / lgodg, lgb]{zg lbg ;Sg], ;fdflhs ;~hfnsf] k|of]u, 
;fdflhs ;~hfndf ;Dk|]if0f ug{ gx'g] k|fjwfg pNn]v 5g\ .

nfdf] ;oob]lv gful/s tyf kqsf/sf] cleJolQm / k|]; :jtGqtf cEo;df gsf/fTds k|efj 
kfl//x]sf] ljB'tLo sf/f]af/ P]gsf] bkmf $& pNn]v ug'{ plQs} ;fGble{s 5 . 
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h

ljB'tLo sf/f]af/ P]g, @)^#
ljB'tLo :j?kdf u}/sfg"gL s'/f k|sfzg ug]{M -!_ sDKo'6/, OG6/g]6 nufotsf ljB'tLo 
;~rf/ dfWodx?df k|rlnt sfg"gn] k|sfzg tyf k|bz{g ug{ gx'g] egL /f]s nufPsf 
;fdu|Lx? jf ;fj{hlgs g}ltstf, lzi6frf/ lj?4sf ;fdu|L jf s;}k|lt 3[0ff jf å]if km}nfpg] 
jf ljleGg hft hflt / ;Dk|bfoaLrsf] ;'dw'/ ;DaGwnfO{ vnn kfg]{ lsl;dsf ;fdu|Lx? 
k|sfzg jf k|bz{g ug]{ jf ug{ nufpg] JolQmnfO{ Ps nfv ?k}ofF;Dd hl/afgf jf kfFr 
jif{;Dd s}b jf b'j} ;hfo x'g]5 . $&= 

-@_ s'g} JolQmn] pkbkmf -!_ adf]lhdsf] s;"/ k6s k6s u/]df To:tf] s;"/ jfkt cl3Nnf] 
k6s ePsf] ;hfosf] 8]9L ;hfo x'g]5 . 

To;}u/L o; P]gsf] bkmf $* df uf]kgLotf ;DaGwL o:tf] n]lvPsf] 5, æuf]kgLotf eË ug{]M 
of] P]g jf o; P]gcGtu{t ag]sf lgodx? jf k|rlnt sfg"gdf cGoyf Joj:yf ePsf]df 
afx]s of] P]g jf o; P]g cGtu{t ag]sf lgodx? cGtu{t k|bfg ul/Psf] s'g} clwsf/adf]lhd 
s'g} ljB'tLo clen]v, lstfa, /lhi6/, kqJojxf/, ;"rgf, sfuhft jf cGo ;fdu|Lx?df 
kx'Fr k|fKt u/]sf] s'g} JolQmn] s'g} cglws[t JolQmnfO{ To:tf] clen]v, lstfa, /lhi6/, kq 
Jojxf/, ;"rgf, sfuhft jf ;fdu|Lsf] uf]kgLotf eË u/]df jf eË ug{ nufPdf lghnfO{ 
s;"/sf] dfqf x]/L Ps nfv ?k}ofF;Dd hl/afgf jf b'O{ jif{;Dd s}b jf b'j} ;hfo x'g]5 .Æ

cGo
gLltut tyf sfg"gL Joj:yfx? afx]s d'n'ssf] ;+ljwfg kl5sf] k|d'v sfg"g dflgg] b]jfgL 
/ kmf}hbf/L ;+lxtfdf klg l8lh6n :k];df x'g] s[ofsnfk lgodgsf ljifo 5g\ . ToxfF /x]sf 
sltko k|fjwfgx? cleJolQm :jtGqtf / uf]kgLotfsf] clwsf/ s'l07t ug]{ vfnsf 5g\ . 
vf;u/L ufnL a]OHhtL, ;fj{hlgs ;'/Iff / /fhb|f]x tyf ck/fw b'?T;fxg;DaGwL s;"/df 
l8lh6n dfWodx?nfO{ km/s / s8f lgodgsf k|fjwfgx? 5g\  . h;sf] c;/ cfwf/e"t 
dfgjclwsf/df k/]sf] 5 . 

g]kfndf ;fOa/;DaGwL lgodgsf lgodx? th'{df ubf{ / ;fOa/ ;'/Iff /0fgLlt th'{df ubf{ 
dfgjclwsf/sf] kIfdf kof{Kt Wofg glbPsf] dflysf gLlt tyf sfg"gsf pbfx/0fx?n] k'i6L 
ub{5 . ljBdfg cj:yfsf] ljZn]if0f ug{ / yk ;'wf/ ug{ o;;DaGwL ax;÷5nkmnnfO{ o; 
k'l:tsfdf ca k|:t't ul/Psf] cg'jfb ;fdfu|Ln] ;xL lbzfjf]w ug{ ;Sg] cfzf ul/Psf] 5 . 
ljleGg b]zn] cjnDag u/]sf dfGotf / ul//x]sf cEof;x? xfd|f] gLlt th'{df k|s[of / 
;'wf/sf] cleofgsf nflu pkof]uL ;Gbe{ ;fdfu|L x'g]5g\ .
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x /]s /fHon] cGt/f{li6«o dfgjclwsf/ sfg"gsf] kfngf ub{{} dfgjclwsf/sf] ;Ddfg, 

;+/If0f / k|j4{g u5{g\ . dfgjclwsf/sf bfloTjnfO{ ljleGg If]qLo / /fli6«o 

dfgjclwsf/sf gLlt / sfg"gn] klg pNn]v u5{g\, dxTj lbG5g\ . logLx¿n] dfgjclwsf/sf] 

nflu kl/k"/s ?kdf sfd ub{5g\ . To;}n] ;/sf/ tyf /fHosf ljleGg lgsfon] ljz]if u/L 

gLlt lgdf{0f ubf{ dfgjclwsf/sf cfofdnfO{ Wofg lbg' h?/L 5 . of] s'/fn] ;fOa/ ;'/Iffsf 

ljifodf agfO{g] ;fj{hlgs gLltsf ;Gbe{df klg plQs} dxTj /fV5 .

Jff:tjdf ;fOa/ ;'/Iff ;an agfpg /fHo / cGo lgsfon] ckgfpg] s[ofsnfk / ;fOa/ 
r'gf}tLsf] ;fdgf;DaGwL ljifon] dfgjclwsf/sf ljljw kIf;Fu ulx/f] / ljljwtfk"0f{ ;DaGw 
5 . ;fOa/ ;'/Iff ;[b'9 ug{sf nflu lnOg] plrt sbdn] hf]sf]xLsf] dfgjclwsf/sf /Iffdf 
/ ;fOa/ cfqmd0faf6 ljz]if u/L uf]kgLotf / cleJolQm :jtGqtfsf] pNn+3g Go"lgs/0fdf 
dxTjk"0f{ e"ldsf v]Nb5  . t/, cg'lrt tl/sf h:t} :jR5frf/L lgu/fgL, ;~rf/ bSvn 
k'¥ofpg] (intercept) cToflws / clgolGqt clwsf/, ;fOa/ ck/fwsf c:ki6 / Jofks 
kl/efiff ;fOa/ ;'/Iffsf If]qleq /flvg' klg dfgjclwsf/sf] uDeL/ pNn+3g ;/x dflgG5 . 

;fOa/ ;'/Iff gLltdf Dffgjclwsf/sf] ;'lglZrttfsf] dxTjsf] ljifox?n] ljif]zu/L 
pRr:t/Lo ;fOa/ ;'/Iff k|lqmofsf ?kdf dfGotf kfPsf 5g\ . cGt/f{li6«o ;'/Iffsf] ;Gbe{df 
;"rgf tyf b"/;~rf/sf If]qdf ePsf ljsf;– @)!#, ;DaGwL o"Pg\\ ;/sf/L lj1 ;d"xsf] 
k|ltj]bgn] pNn]v u/]sf] 5, æ;"rgf tyf ;~rf/k|ljlwsf] ;'/Iffsf nflu /fHon] rfNg] sbd 
/ dfgjclwsf/;DaGwL ljZjJofkL 3f]if0ffkqdf pNn]v ePsf dfgjclwsf/ tyf df}lns 
:jtGqtfsf] ;Ddfg clgjfo{?kdf ;Fu;Fu} n}hfg'kb{5 .Æ! To;}u/L ;fOa/:k];;DaGwL ljZj 
;Dd]ng– @)!% ;dfkgkZrft\ hf/L ePsf] cWoIfsf] jQmJodf, æ;a} ;/f]sf/jfnfx¿n] 

cWofo !M

kl/ro

!=	 ;+o'Qm /fi6«;+3 dxf;ef, cGt/f{li6«o ;'/Iffsf] ;Gbe{df ;"rgf tyf b"/;~rf/ If]qsf] ljsf;sf nflu ;/sf/L 
ljz]if1?sf] ;d"x, /fi6«;+3Lo b:tfj]h P÷^*÷(*, @$ h'g @)!#, cg'R5]b @!
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;fOa/ ;'/Iff gLlt lgdf{0f ubf{ :jt:km"[[{t?kdf z'?b]lv g} gLltdf ;dfj]z ul/g] ljifoj:t'x? 
clwsf/sf] ;+/If0f ug]{ vfnsf 5g\ 5}gg\ / cGt/f{li6«o sfg"g / cGt/f{li6«o dfgjclwsf/sf 
;+oGq;Fu d]n vfPsf 5g\ 5}gg\ ;'lglZrt ug'{kb{5 .Æ

;fOa/ r'gf}tL÷hf]lvd;DaGwL plrt gLltut k|lqmof ckgfpFbf dfgjclwsf/sf ljleGg 
kIfdfly x'g] c;/af/] Wofgk"j{s ;f]rljrf/ ug'{ h?/L 5, h;n] ubf{ dfgjclwsf/df x'g] 
hf]lvd sd ug]{ dfq xf]Og ls dfgjclwsf/sf]] k|j4{g / clea[l4 ub{5  . o; k|lqmofdf 
Pp6f hl6n cj:yf eg] /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0fsf] bf}/fgdf b]vfk5{ . ;fOa/ 
hf]lvdsf lj?4 a[xb\, ;dGjosf/L / k|efjsf/L k|ltsfo{sf] ;'lglZrttfdf /fli6«o ;fOa/ 
;'/Iff /0fgLlt lgdf{0fn] dxTj /fVb5  . ;g\ @)!( cui6 ;Dddf *) eGbf a9L /fHon] 
o:tf] /0fgLlt lgdf{0f ul/;s]sf 5g\ .@ /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0fsf nflu ljleGg 
;xof]uL ;fdfu|L pTkfbg ePsf 5g\ . ctM o; /0fgLltn] dfgjclwsf/sf] ;Ddfg, ;+/If0f, / 
k|a4{g ug'{kg]{ s'/fnfO{ ljz]if dxTj lbOPsf] kfOG5 .cGt/f{li6«o b"/;~rf/ o'lgog, ljZj a}s, 
sdgj]Ny ;lrjfno, sdgj]Ny b"/;~rf/ ;+u7g / g]6f] sf]ck/]l6e ;fOa/ l8km]G; ;]G6/ 
ckm PS;]n]G;n] ;+o'Qm?kdf tof/ kf/]sf] …;fOa/ ;'/Iff /0fgLlt lgdf{0fsf] nflu lgb{]{lzsfÚ# 
n] ljz]if?kdf pbfx/0f lbPsf] 5 –

æ/0fgLltn] dflg;sf ckm\nfOgdf /x]sf clwsf/ cgnfOgdf klg clgjfo{?kdf ;+/If0f 
ug'{kg]{ tYonfO{ :jLsf/ ug'{kb{5 . o;n] ljZjJofkL dfgjclwsf/ 3f]if0ffkq, gful/s tyf 
/fhgLlts clwsf/;DaGwL cGt/f{li6«o cle;GwL / cGo ;fGble{s ax"kIfLo / If]qLo sfg"gL 
b:tfj]hsf ;fy} ljZjJofkL?kdf :jLs[t cfwf/e"t clwsf/x¿sf] ;Ddfg ug'{kb{5 .Æ 

cleJolQm :jtGqtf, ;~rf/;DaGwL uf]kgLotf / JolQmut tYof+s ;+/If0fdf klg plQms} 
Wofg lbg' h?/L 5 . ljz]ifu/L ;fOa/ ;'/Iff /0fgLltn] :j]R5frf/L, ck|dfl0ft / u}x|sfg"gL 
lgu/fgL, ;~rf/ / JolQmut tYof+sdf cj/f]w -interception_ ug{ d2t k'¥ofpg] vfnsf] 
k|fjwfg /fVg'x'b}g . 

JolQm / /fHosf cfjZostfaLr ;Gt'ng sfod ubf{, lgu/fgL, ;~rf/df cj/f]w 
-interception_ / JolQmut tYof+s ;+sng ubf{ ljz]if cg'zGwfg cyjf sfg"gL d'2fdf 

@=	 pbfx/0fsf] nflu cfOl6o"sf] /fli6«o ;fOa/ ;'/Iff /0fgLlt e08f/df x]g'{xf];\ oxfF pknAw 5M 
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx.

#=	 /fli6«o ;fOa/ ;'/Iff /0fgLlt tofl/sf nflu ufO8sf s]xL x/kmx?sf cltl/St, cfOl6o"sf] /fli6«o ;fOa/ ;'/Iff /0fgLlt 
ufO8, @)!@, bkmf &=$, Plgzf, ;fOa/ ;'/Iff /0fgLltsf] d"Nof+sg 9fFrf, @)!$, bkmf #=!=! / #=!=%, sdgj]Ny 
b"/;~rf/ o'lgog, /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0fsf nflu sdgj]Ny b[li6sf]0f, @)!%, l;4fGt $ / bkmf $=#, / 
ljZjJofkL ;fOa/ ;'/Iff ;Ifdtf s]Gb|, /fi6«sf nflu ;fOa/ ;'/Iff Ifdtf kl/kSjtf df]8]n, @)!^, cfofd $=!
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dfq} /0fgLltn] ;'lglZrt ug'{k5{  . h'g s'/f ;DalGwt clwsf/;DkGg /fli6«o lgsfoaf6 / 
;fj{hlgs, ;6Ls, a[xb\ / lje]b/lxt sfg"gL ;+/rgfsf] cfwf/df ul/G5 . To;}u/L tL sfo{sf] 
lg/LIf0f, k|lqmofut ;'/Iff / sfg"gL pkrf/ ;'b[9 x'g' h?/L 5 .  

oL cfd egfOsf cnfjf /fli6«o ;fOa/ ;'/Iff /0fgLlt -/f;f;'/_ n] dfgjclwsf/sf] ;Ddfg, 
;+/If0f / k|j4{g s;/L ug]{ eGg]af/] cem} klg dfu{bz{gsf] cefj 5 . of] k|ltj]bgsf] p2]Zo 
clxn] eO/x]sf ljleGg b]zsf /0fgLltx?df /x]sf c;n cEof; k|:t't ub}{, /f;f;'/sf 
;+j]bgzLn ljifoj:t' cWoog ub{} o; ;DaGwL dfu{bz{gdf b]lvPsf] cefjnfO{ ;Daf]wg ug]{ 
xf], h;n] ubf{ o:tf] /0fgLltsf cGt/j:t'n] dfgjclwsf/sf] ;Ddfg, ;+/If0f / k|j4{g ug{ 
;xof]u k'Ub5 . o; k|ltj]bgn] /f;f;'/sf ljifonfO{ hf]8 lbO/xFbf, o;df k|of]u ul/g] efiff 
/f;f;'/sf] k|efjsf/L sfof{Gojgsf nflu rflng] sbd / Jojxfl/s kIf;Fu d]n vfg' cfjZos 
5 . of] lgb]{lzsfn] /fli6«o ;fOa/ ;'/Iff /0fgLltn] dfgjclwsf/sf] s;/L ;Ddfg, ;+/If0f / 
k|j4{g ug{;S5 eGg] s'/fdf hf]8 lbG5 . of] lgb]{lzsfdf k|of]u ePsf efiff / k|ltj4tfx? 
dfgjclwsf/nfO{ r'gf}tL lbg] vfnsf 5}gg\ . sfg"g / /0fgLlt sfof{Gjog;DaGwL clwsf/df 
k|of]u x'g] efiff / k|ltj4tfn] ljz]if dxTj /fV5 h:t}, kmf}hbf/L ck/fw, ;'/Iff lgsfo / 
sfg"g sfof{Gjog ug]{ lgsfosf] zlQm -clwsf/_ cyjf gLlh If]qsf bfloTjx¿ .

of] lgb]{lzsfn] ;fOa/ ;'/Iffsf] If]qdf Unf]an kf6{g;{ l8lh6n (Global Partners Digital) sf] 
uxg cg'ej / ljz]ifu/L /f;f;'/ lgdf{0fsf] ljifodf oxfFx¿sf] Wofg lvR5 . of] k|ltj]bg 
d'Vou/L /f;;'/ lgdf{0fdf ;/sf/x¿nfO{ ;xof]u ug{ agfOP klg /f;f;'/ lgdf{0fsf k|lqmofdf 
;/sf/;Fu ;+nUg x'g] ljleGg hfu?s ;/f]sf/jfnfx¿nfO{ klg o;af/] jsfnt ug]{ pkof]uL 
dfu{bz{g x'g]5 .
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-!_ /fli6«o ;fOa/ ;'/Iff /0fgLltsf cGt/j:t'
o:tf] /0fgLltsf] s'g} Pp6f dfq ljlzi7 ;+/rgf 5}g, gt o;sf] ;+/rgf cGtu{t /flvg' kg]{ 
ljifoj:t'sf a[xb\ ;"rL g} 5g\ . kl5Nnf] kl/R5]bdf /f;f;'/sf] 9fFrf tof/ ug{ cToGt w]/} 
k|of]udf cfPsf lgDg 5 j6f dfu{bz{s b:tfj]hx¿nfO{ xfdLn] ;dLIff u/]sf 5f}+M 

!_ /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0fsf nflu ufO8$

@_ cfO6Lo" /fli6«o ;fOa/ ;'/Iff /0fgLltsf nflu ufO8%  
#_ Plg;fsf] /fli6«o ;fOa/ ;'/Iff /0fgLlt c;n cEof; ufO8^

$_ /fli6«o ;fOa / ;'/Iff /0fgLlt lgdf{0fdf sdgj]Nysf] b[li6sf]0f -sdgj]Ny b"/;~rf/ ;+u7g_&

%_ ljZj ;fOa/ ;'/Iff Ifdtf s]Gb|sf] ;fOa / ;'/Iff Ifdtf kl/kSjtf df]8n*

^_ dfOqmf];km\6sf] /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0f(

oL dflysf b:tfj]hx¿sf] ;dLIff kZrft\, xfdLn] tLgn] /f;f;'/sf nflu l;kmfl/; u/]sf 
9fFRffaf6 5 j6f dxTjk"0f{ ;femf cGt/j:t' km]nf kf¥of}+ . oL cGt/j:t' eg]+ o; lgb]{lzsfdf 
pNn]lvt ;+/rgf;Fu d]n gvfg ;S5g\ . s]xL cGt/j:t' o; lgb]{lzsfdf km/s lsl;dsf 
zAbjfnLdf 5g\ cyjf km/flsnf] zLif{s cGtu{t /flvPsf] 5, cyjf cem :k:6 v08df 

cWofo @M

lgb]{lzsfsf] b[li6sf]0f

$	 cGt/f{li6«o b"/;~rf/ o'lgog, ljZj a}+s, sdgj]Ny ;lrjfno, sdgj]Ny b"/;~rf/ ;+u7g, / g]6f] sf]ck/]l6e 
;fOa/ l8km]G; ckm PS;]n]G;, /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0fsf nflu ufO8, @)!* oxfF pknAw 5M 
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-CYB_GUIDE.01-2018-PDF-E.pdf.

%	 cfO6Lo" /fli6«o ;fOa/ ;'/Iff /0fgLltsf nflu ufO8, @)!@, oxfF pknAw 5M 
https://www.itu.int/ITU-D/cyb/cybersecurity/docs/ITUNationalCybersecurityStrategyGuide.pdf

^	 Plg;fsf] /fli6«o ;fOa/ ;'/Iff /0fgLlt c;n cEof; ufO8, gf]e]Da/ @)!^ oxfF pknAw 
5Mhttps://www.enisa.europa.eu/publications/ncss-good-practice-guide.

&	 /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0fdf sdgj]Nysf] b[li6sf]0f -sdgj]Ny b"/;~rf/ ;+u7g_, @)!% oxfF pknAw 5M 
: https://cto.int/media/fo-th/cyb-sec/Commonwealth%20Approach%20for%20National%20Cybersecurity%20Strategies.pdf.

*	 ljZjJofkL ;fOa/ ;'/Iff Ifdtf s]Gb|sf] ;fOa/ ;'/Iff Ifdtf kl/kSjtf df]8n, @)!^ oxfF pknAw 
5Mhttps://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/CMM%20revised%20edition_09022017_1.pdf.

(	 dfOqmf];km\6sf] /fli6«o ;fOa/ ;'/Iff /0fgLlt lgdf{0f, @)!# oxfF pknAw 5M 
http://download.microsoft.com/download/b/f/0/bf05da49-7127-4c05-bfe8-0063dab88f72/developing_a_national_strategy_

	 for_cybersecurity.pdf.
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ljeflht 5g\ . h] xf];\, ljleGg lgb]{lzsfn] l;kmfl/; u/]sf /f;f;'/sf ;a} tTj ;lDdlnt 5g\ . 
o; k|ltj]bgsf] cg';"rLdf ljleGg lgb]{lzsfn] l;kmfl/; u/]sf ;+/rgf / tTjx¿sf] ;dLIff 
ul/Psf] 5 . /, 5 d'Vo cGt/j:t';Fu ltgLx¿sf] ;DaGw b]vfOPsf] 5 . 

;f/f+Zfdf 5 cGt/j:t' o; k|sf/ 5g\M
!= 9fFrf, b[li6sf]0f, p2]Zo / kl/efiff (Framing, vision, objectives and definitions): 

o; efudf ;fOa/ ;'/Iff;DaGwL ;/sf/sf] ;du| b[li6sf]0f, ;fOa/ ;'/Iff /0fgLltsf] p2]Zo 
/ nIo cyjf l;4fGt / …;fOa/ ;'/IffÚh:tf dxTjk"0f{ zAbfjnLsf] kl/efiff 5g\ .

@= e"ldsf / pQ/bfloTj (Roles and responsibilities)M
o; efudf ;fOa/ ;'/Iff If]qsf ljleGg lgsfosf] e"ldsf / pQ/bfloTj kb{5g\ . o; efun] To:tf 
lgsfosf] af/]df pNn]v ub{5 h;sf] pQ/bfloTj /0fgLlt jf /fli6«o ;fOa/ ;'/Iff gLltsf] sfof{Gjog 
x'G5 . sfof{Gjog eg] ljz]if ;fOa/ ;'/Iff k|flws/0f dfkm{\t x'G5 . To;}u/L, o;df ;/sf/n] ;xof]u 
ug]{ jf ldn]/ sfd ug]{ lgsfo h:tf] ls ;fj{hlgs–gLlh ;xsfo{ dfkm{t\ gLlh If]q klg kb{5 .

#=;fOa/ nrstf (Cyber resilience)

o; efudf ;fOa/ cfqmd0f / ;fOa/ r'gf}tLsf k"jf{wf/, g]6js{, l;:6d, ;"rgf tyf k|of]ustf{sf] 
;'/Iffsf lglDt ;/sf/n] rfNg] sbdaf/] ljj/0f 5g\ . ;/sf/sf sbd eGgfn] y'k|} vfnsf s[ofsnfk 
kb{5g\ h:t}, ;+j]bgzLn /fli6«o k"jf{wf/sf] ;'/Iff, k|fljlws ;'/Iff pkfox¿sf] lgdf{0f tyf 
;Da4{g, :jt:km"t{ / lg/f]wfTds sfo{df hf]8 lbg] sDKo"6/hGo 36gfsf] k|lts[of ;d"x -CIRT_sf] 
:yfkgf / >f]t Joj:yf, ;fOa/ ;'/Iff cEof;, ;fOa/ ;'/Iffsf] If]qdf x'g] cg';Gwfg / ljsf;df 
;xof]u / Jofkf/L tyf cfd dflg;df ;fOa/ ;'/Iff;DaGwL ;Lk / ;r]tgfsf] ljsf; kb{5g\ . 

$= ;fOa/ 36gf k|ltsfo{ (Cyber incident response)

o;n] ;fOa/ cfqmd0f x'Fbf ;/sf/n] lng] sbdnfO{ o; efudf /flvPsf] 5 . /, o;df k|fo 
;/sf/n] lng ;Sg] w]/} lsl;dsf sfo{ kb{5g\ h:t}, cfsl:ds of]hgfsf] lgdf{0f, :jt:km"t{ / 
lg/f]wfTds sfo{df hf]8 lbg] sDKo"6/hGo 36gfsf] k|ltsfo{ ;d"x (CIRT)sf] :yfkgf / >f]t 
Joj:yf, sfg"g sfof{Gjog ug]{ lgsfonfO{ ;fwg / >f]tsf] Joj:yfkg, / ;fOa/ cfqmd0fdf 
k/]sf cfd dflg; / Jokf/Lx¿nfO{ ;xof]u h:tf ljifo 5g\ .  

%= ;fOa/ ck/fw (Cybercrime)M
o; ljifocGtu{t ;/sf/n] ;fOa/ ck/fwnfO{ s;/L ;fdgf u5{ eGg] s'/fdf hf]8 lbOG5 . 
o;n] d'VotM ;fOa/ ck/fw;DaGwL sfg"gsf] lgdf{0f / sfof{Gjog tyf ;DalGwt lgsfonfO{ 
sfg"g sfof{Gjogdf ;xof]u ug]{ ljifox? 5g\ . 
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^= cGt/f{li6«o ;xof]u (International Cooperation)M
o; v08n] ;fOa/ ;'/Iffsf ljifodf ;/sf/n] cGo ;/sf/x¿ tyf cGt/f{li6«o / If]qLo 
;+u7gx¿;Fu s;/L sfd u5{ eGg] s'/fdf k|sfz kfb{5 . o;df k|foh;f] ;femf ;fOa/ r'gf}tL 
;fdgf ug{ ;/sf/x¿aLr ;xsfo{sf] ljifo 5g\ . ;fy} ;fOa/ ;'/Iff;DaGwL ax; x'g] cGt/f{li6«o 
/ If]qLo d~rdf ;/sf/sf lglZrt d"No / ljb]z gLltsf k|fyldstfsf] k|j4{g klg kg{ ;S5g\ .

oL dfly pNn]lvt ;a} ljifoj:t' dfgjclwsf/;Fu ;DalGwt eP klg, x/]s 36sleqsf k|To]s 
ljifo rflx+ ;DalGwt 5g\ eGg] xf]Og . /f;f;'/sf s]xL efu dfgjclwsf/sf] b[li6sf]0fdf w]/} 
dxTjk"0f{ x'g]5g\ eg] cGo s]xLsf] eg] s]xL jf ;fGble{stf g} 5}g -ljz]ifu/L ;/sf/x¿n] ug]{ 
k|zf;lgs Joj:yf h:t} ljefux¿aLr cfGtl/s ;dGjo_ . To;sf/0f, cWofo # df pNn]v 
ul/Psf l;kmfl/;x¿n] /fHosf /f;f;'/sf ;Dk"0f{ kIfx¿nfO{ xf]Og ls dfgjclwsf/;Fu :ki6 
/ dha't ;DaGw ePsf kIf rflx+ ;d]6\5g\ .

-@_ dfgjclwsf/sf] ljZn]if0f
xfdLn] u/]sf ljZn]if0f / l;kmfl/;x¿sf] cfwf/ x'g\– cGt/f{li6«o dfgjclwsf/ sfg"g / 
dfkb08, ljz]ifu/L ljZjJofkL dfgjclwsf/ 3f]if0fkq -o"l8Pr\cf/_, gful/s / /fhgLlts 
clwsf/;DaGwL cGt/f{li6«o cle;GwL -cfOl;l;lkcf/_ / /fi6« ;+3Lo ;GwL ;DaGwL lgsfon] 
u/]sf] logLx¿sf] JofVof .!) of]Uo clwsf/sf] x:kIf]k jf k|ltaGw ug{ ;Sg] pkfox¿ lgofNbf, 
sfg"gL cfwf/sf cfjZostf k|of]u ug]{ k"0f{ :yflkt pkfudnfO{ oxfF cjnDag ul/Psf] 5 . 
To;}u/L /fi6« ;+3Lo dfgjclwsf/ ;ldltsf  l6Kk0fL g+ !^ / #$ df pNn]v ul/P h:t} j}w 
p2]Zo / ;dfg'kfltstfnfO{ Wofgdf /flvPsf] 5 .!!

-#_ c;n cEof;sf pbfx/0f ;dfj]z ug]{ If]q / cf}lrTo
/f;f;'/n] dfgjclwsf/sf] ;Ddfg, /Iff / k|a4{g s;/L ug{ ;S5 eGg] dfkb08 lgwf{/0f ug'{sf ;fy} 
cWofo # df k|To]s dfkb08sf oltv]/ rNtLdf /x]sf c;n cEof;sf pbfx/0f klg ;dfj]z u/]sf 5f}+ . 
s'g pbfx/0f ;dfj]z ug]{ egL lgwf{/0f ug{ xfdLn] em08} df}h'bf &) j6f /fli6«o ;fOa/ ;'/Iff /0fgLltdf 
dfkb08 k|of]u u/L x]¥of}+ . /f;f;'/sf] dfkb08 k"/f ug]{ pbfx/0fsf] ;"rLaf6 If]qLo / /fli6«o ;Gbe{ lvRb} 
;a}eGbf w]/} dfkb08 k"/f ug]{ pbfx/0f 5gf}6 ul/Psf] 5 . t;y{ o; lgb]{lzsfdf c;n cEof;sf 
To:tf ;a} pbfx/0fdf k|sfz kfl/Psf 5}g, / oxfF ;dfj]z ul/Psf pbfx/0f dfq} ;Dk"0f{ xf]Ogg\ .

!)	 o; ufO8sf] b[li6sf]0f cGt/f{li6«o dfgjclwsf/ sfg"g / dfkb08df cfwfl/t 5 eg]+ c? If]qLo dfgj clwsf/ 
k|0ffnLn] cem a9L dfqfdf ;+/If0f ug{ ;S5g\ . If]qLo dfgj clwsf/ k|0ffnLsf] ;b:o ePsf /fHodf ;/sf/n] /fli6«o 
;fOa/ ;'/Iff /0fgLlt tof/ ubf{ /fli6«o ;fOa/ ;'/Iff /0fgLltn] tL If]qLo dfkb08;Fu d]n vfpg\ / k|ltljDat u?g\ 
egL ;f]Rg ;S5 . 

!!	 x]g'{xf];\, ljz]if u/L, /fi6«;+3Lo dfgjclwsf/ ;ldltsf] h]g]/n sd]G6 g+ !^ -!(**_ sf] cg'R5]b # / $, / /fi6«;+3Lo 
dfgjclwsf/ ;ldltsf] h]g]/n sd]G6 g+ #$ -@)!!_ sf] cg'R5]b @@
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cWofo #M

/f;f;'/dfkm{t\ dfgjclwsf/sf] 
;Ddfg, ;+/If0f / k|j4{g

-!_9fFrf, b[li6sf]0f, p2]Zo / kl/efiffM

Dffkb08 != s= of] kl/R5]bdf ;fOa/ ;'/Iffsf] 9fFrf jf ;fOa/ ;'/Iffk|lt ;/sf/sf] b[li6sf]0f 
s] x'g] h;n] ;fOa/ ;'/Iffn] dfgjclwsf/sf] ;+/If0fdf v]Ng] e"ldsfnfO{ dfGotf lbg'kb{5 
eGg] s'/f pNn]v ul/Psf] 5 . 

w]/}h;f] /f;f;'/ /0fgLltsf] 9fFrf / lglZrt If]qflwsf/leq ;/sf/sf] ;fOa/ ;'/Iffk|ltsf] 
b[li6sf]0faf6 z'? x'G5g\   . /f;f;'/sf] cGt/j:t' l;h{gf gu/] klg ;fOa/ ;'/Iffsf] 9fFrf 
lgdf{0f eg]+ dfgjclwsf/sf] sf]0faf6 cToGt dxTjk"0f{ 5 . ;fOa/ ;'/Iffsf] 9fFrf ljleGg 
tj/n] ug{ ;lsG5 h:t} /fli6«o ;'/Iff /Iff ug{, jf l8lh6n cy{tGqsf] k|j{4gsf nflu  . 
oBlk dfgjclwsf/af/] /fHosf] a'emfO :ki6 geP;Dd / of] ;fOa/ ;'/Iffsf] cleGg c+u 
gag];Dd, o; kl5Nnf ;f/jfg kl/R5]b dfgjclwsf/sf] ;Ddfg, /Iff / ;Da4{gdf lkmtnf 
k|of; x'g;S5g\ . ;fOa/ ;'/Iffsf] 9fFrf lgdf{0f ug]{, ;/sf/sf] b[li6sf]0f tof/ ug]{ -jf b'j}_ 
/f;f;'/sf] kl/R5]bn] ;fOa/ ;'/Iffn] JolQmsf] dfgj clwsf/sf] ;+/If0f ug'{ kg]{ e"ldsfnfO{ 
:ki6?kdf dfGotf lbOg'k5{ .

o'/f]k]nL o'lgog M o'/f]k]nL o'lgogsf] ;fOa/ ;'/Iff /0fgLlt -@)!#_ sf] l;4fGtdf 
lgDg s'/f pNn]v ul/Psf] 5M
ædf}lns clwsf/, cleJolQm :tjGqtf, JolQmut tYofª\s / uf]kgLotfsf] ;+/If0fÆ
;fOa/ ;'/Iff olb o'/f]k]nL o'lgogsf] cfwf/e"t clwsf/sf] a8fkq / Oo"sf] d"n 
d"Nodf pNn]lvt cfwf/e"t clwsf/ / :jtGqtfdf cfwfl/t x'G5 eg] Tof] e/kbf]{ / 
k|efjsf/L x'G5 . kf/:kl/s?kdf, ;'/lIft g]6js{ / k|0ffnL lagf JolQmsf clwsf/ 
;'/lIft x'g;Sb}gg\ . -k]h $_
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Dffkb08 != v= ;fOa/ ;'/Iffsf] p2]Zo dWo] Ps jf l;4fGtdWo] Ps h;n] ;DalGwt /fHosf] 
If]qsflwsf/ ;+ljwfgsf] cwLgdf /xL dfgjclwsf/sf] ;Ddfg, ;+/If0f / k|Dj4{g ug{ cfwf/ 
to u5{ .

w]/} /fli6«o ;fOa/ ;'/Iff /0fgLltn] ltgsf ljleGg pRr:t/Lo p2]Zo;DaGwL Pp6f 
kl/R5]b ;dfj]z u5{g\  . dfgjclwsf/ ;+/If0fdf ;fOa/ ;'/Iffsf] e"ldsfsf] :ki6 dfGotf 
dfgjclwsf/sf ;+/If0f ;'lglZrt ug{] lglZrt p2]Zo;Fu k"/s x'g'kb{5  . o; lsl;dsf] 
p2]Zon] /f;f;'/ sfof{Gjogsf] lhDd]jf/ JolQm÷lgsfonfO{ dfgjclwsf/sf ;a} lsl;dsf 
sfo{ / ultljlwdf kg{] k|efj ljrf/ ug{ d2t u5{ / ;fy} /f;f;'/sf] ;kmntf dfkg ug{ 
dfgjclwsf/df kg]{ c;/ ;'b[9 agfpF5  . cGo s]xL /0fgLltx?n] klg ljleGg l;4fGtsf] 
pNn]v u/]sf 5g\  . h;n] pko'Qm /f;f;'/nfO{ 6]jf k'¥ofpF5g\  . ;fOa/ ;'/Iff /0fgLltdf 
Pp6f l;4fGt of] klg x'g'k5{ h;n] /fHosf] cGt/f{li6«o, If]qLo jf /fli6«o dfgjclwsf/sf 
bfloTjx? klg d]n vfg'kb{5 .

Dffkb08 != u= dfgjclwsf/n] / cGt/f{li6«o c;n cEof;;Fu d]n vfg] ;fOa/ ;'/Iffsf] 
kl/efiff /0fgLltdf ;dfj]z ug'{k5{ . 

u|L;M u|Ls /f;f;'/ -@)!*_ sf] kl/rodf o:tf] pNn]v 5M 
æv'nf / :jtGq OG6/g]6df kx"Fr, uf]kgLotf, cIf'00ftf, pknAwtf / ;"rgf tyf 
;~rf/ k|ljlw, ;Da[l4 / /fli6«o ;'/Iffsf dfq xf]Og cfwf/e"t clwsf/ / :jtGqtfsf 
klg cfwf/ x'g\ .Æ -k]h $_ 

l:j8]gM l:j8]gsf] /f;f;'/ -@)!&_ df n]lvPsf] 5M
æv'nf k|hftflGqs ;dfh ;"rgfsf] Joj:yfkgdf ck]lIft uf]kgLotf, k|fdfl0fstf / 
pknAwtf sfod ug{;Sg] Ifdtfdf cfwfl/t x'G5 . o;sf] cy{ ;"rgfsf] e08f/ / 
:yfgfGt/ ubf{ ;"rgf / k|0ffnL b'j} clgjfo{ ;'/lIft x'g'k5{ . cGttM ;fOa/ ;'/Iff 
eg]sf] cfwf/e"t d"No / p2]Zo, h:t}– k|hftGq, dfgjclwsf/ / :jtGqtf, l:j8]gsf] 
:jtGqtf, ;'/Iff / :jfoQtfsf] clwsf/, cfly{s a[l4 / cfly{s :yfloTjsf] hu]gf{ 
ug'{ g} xf] .Æ -k]h %_
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Dffgjclwsf/ /fli6«o ;fOj/ ;'/Iff /0fgLltsf] 9fFrf / p2]Zosf] Ps efu x'g'sf] ;fy} 
;fOa/ ;'/Iffsf s'g} klg kl/efiff -/, olb ;xL eP ;fOa/ ck/fw_ ;fGble{s cGt/f{li6«o 
c;n cEof;;Fu d]n vfg' k5{ . -h:tf] ls, lk|m8d cgnfOg sf]Pln;g (Freedom Online 

Coalition) sf] jls{ª u|'k ! sf] ;fOa/ ;'/Iffsf] kl/efiff ._ !@

-@_ e"ldsf / pQ/bfloTj
dfkb08 @ s= /f;f;'/sf] sfof{Gjog ubf{ lghL If]q, k|fljlws ;d'bfo / gful/s ;dfhnufot 
;a} ;/f]sf/jfnf ;d"xsf k|ltlglw ;lDdlnt x'g'k5{ .

lrnLM lrnLsf] /f;f;'/ -@)!&_ df dfgjclwsf/;DaGwL gLlt p2]Zodf g} 5M 
ædf}lns clwsf/sf] ;Ddfg tyf ;Da4{g
gLltsf ;a} pkfox?df ltgLx¿sf] df}lns k|s[lt, cljefHotf, ;fOa/:k]; / ef}lts 
cj:yfdf dflg;sf clwsf/ Ps} lsl;dsf x'G5g\ eGg] cfwf/nfO{ hf]8 lbO{ /0fgLlt 
th'{df / sfof{Gjog x'g'kb{5 .Æ -k]h !(_

cl:6«ofM cli6«og /f;f;'/ -@)!#_ sf] l;4fGtx? dWo]sf] Ps l;4fGtdf n]lvPsf] 5M
æsfg"gsf] zf;gM ;fOa/ ;'/Iffsf If]qsf] ueg{]G;n] sfg"gsf] zf;gsf] pRr dfkb08 
k"/f ug}{k5{ / dfgjclwsf/;Fu d]n vfg' kb{5– ljz]ifu/L uf]kgLotf / tYof+s ;+/If0f 
tyf cleJolQm :jtGqtf / ;"rgfsf] xssf ;DaGwdf .Æ -k]h &_

k|rlnt s'g} klg ;fOa/ ;'/Iff /0fgLltn] dfgjclwsf/ / cGt/f{li6«o c;n 
cEof;;Fu k"0f{?kn] d]n vfg]u/L ;fOa/ ;'/Iffsf] kl/efiff u/]sf 5}gg\ . ctM oxfF 
pNn]v ul/Psf] pbfx/0f /f;f;'/af6 lnOPsf] xf]Og t/ lk|m8d cgnfOg sf]Pln;g 
sf] jls{ª\ u|'k ! n] lgdf{0f u/]sf] xf] .

æ;fOa/ ;'/Iff eg]sf] gLlt, k|ljlw / lzIffsf] dfWodaf6 ;"rgf k|ljlw / o;sf 
cGtlg{lxt k"jf{wf/sf] pknAwtf, uf]Kotf / cIf'00ftfsf] ;+/If0f xf] h;n] dflg;sf] 
cgnfO{g / ckmnfOg ;'/Iff ;an agfpF5 .Æ

!@ x]g'{xf];\, lk|m P08 ;]So'o/, cgnfOg pknAw 5M https://freeandsecure.online/definition/.
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;fOa/ ;'/Iff eg]sf] s'g} Ps kIfsf] dfq arfp xf]Og . s'g} /fHodf ;fOa/ ;'/Iff ;'lglZrt 
ug{ ;/sf/n] dxTjk"0f{ e"ldsf v]n] klg gLlh If]q, k|fljlws ;d'bfo / gful/s ;dfhsf] klg 
o;df ljz]if e"ldsf x'G5 .

dfgjclwsf/sf] b[li6sf]0faf6 gful/s ;dfhsf] e"ldsf ljz]ifu/L dxTjk"0f{ x'G5  . cGt/f{li6«o 
dfgjclwsf/ sfg"gcGtu{t cfkm\gf] sfo{If]qleq dfgjclwsf/sf] ;Ddfg, ;+/If0f / k|j4{g ug'{ /fHosf] 
bfloTj xf] . oBlk, gful/s ;dfhdf dfgjclwsf/sf] ljz];1tf x'G5 / /fHosf ;fOa/ ;'/Iff;DaGwL 
ultljlwdf x'g] o;sf] ;+nUgtfn] dfgjclwsf/sf] ;Ddfg, /Iff / ;Dj4{gsf] kl/0ffd Nofpg] ;Defjgf 
w]/} x'G5 . ctM /f;f;'/sf] th'{dfdf oL ljleGg ;/f]sf/jfnfx?sf] ;xeflutfsf] afjh'b klg /f0fgLltsf] 
sfof{Gjogdf klg gful/s ;dfh nufotsf ;/f]sf/jfnf lgsfox¿sf] ;+nUgtf x'g'kb{5 .

dfN6fM dfN6fsf] /f;f;'/ -@)!^_sf] lgb]{zs l;4fGtdf o:tf] pNn]v u/]sf] 5M

æ;fOa/:k];sf] Jofks k|s[ltn] clgjfo{?kdf /fli6«o :t/df / dfN6f aflx/ klg 
;'/Iffk|lt ax";/f]sf/jfnf b[li6sf]0fsf] cfjZostf cf}+NofpF5 . t;y{, /fli6«o:t/df, 
;fj{hlgs, gLlh If]q, z}lIfs hut / gful/s ;dfhnufotsf ljleGg lgsfox¿sf] 
;xof]u / ;xsfo{ cfjZos 5 .Æ -k]h !@_

of] /f;f;'/n] o;sf] sfof{Gjog;DaGwL kl/R5]bdf n]V5M

æ/0fgLltsf] sfof{Gjogdf ;fj{hlgs / gLlh If]qsf ax';/f]sf/jfnfx¿sf] ;+nUgtf / 
gful/s ;dfh;Fu ;xsfo{ / ;dGjo ck]Iff ul/Psf] 5 .Æ -k]h #!_

-#_ ;fOa/ nrstf
dfkb08 #= s= ;fOa/ nrstf k|a4{g ug]{ pkfo cjnDag ubf{ j}wflgstfsf] l;4fGtk|lt 
;':ki6 k|ltj4tf x'g'kb{5 .

dfkb08 #= v= ;fOa/ nrstf k|a4{g ug]{ pkfo cjnDag ubf{ ;dfg'kfltstfsf] l;4fGtk|lt 
;':ki6 k|ltj4tf x'g'kb{5 .

;fOa/ nrstf k|Tofe"lt ug]{ lhDd]jf/L /x]sf /fHosf lgsfosf kbflwsf/Lx?sf] 
dfgjclwsf/sf] ;+/If0fdf cxd\ e"ldsf x'G5  . ;/sf/df lglxt Jofks lgu/fgL clwsf/ 
h:tf] ls sfg"g sfof{Gjogsf lgsfonfO{ OlG:qmK;g (encryption) sf] k|of]udf k|ltjGwsf] 
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cg'dltn] ;'/Iff /  JolQmsf] ;~rf/sf] cg'udg ug{ / ;fOa/ c;'/Iff /f]Sg ;lhnf] x'G5 . t/, 
o:tf] lhDd]jf/Ln] JolQmsf] dfgjclwsf/ ljz]ifu/L cgnfOg b'lgofdf uf]]kgLotf / cleJolQm 
:jtGqtfsf] cEof;df cToGt v/fa c;/ kb{5 .

oBlk, /fHon] ;fOa/ c;'/Iffsf] r'gf}tLk|lt nrstf a[l4 ug{ ;+efJo ljleGg pkfox¿ 
cjnDag ug{ ;S5 / oL /fHolkR5] km/s–km/s x'g;S5g\  . ;fOa/ c;'/Iffk|lt nrstf 
a[l4 ug{ agfOg] /0fgLltn] cGt/f{li6«o dfgjclwsf/sf] l;4fGt ljz]if u/L j}wtfsf] l;4fGt 
-h:t}, tL pkfox¿ /fli6«o sfg"gn] clwsf/ lbPsf] If]qdf dfq}_ / ;dfg'kfltstf -h:t}, 
dfgjclwsf/df gsf/fTds c;/ kfg]{ pkfox¿ hf] j}wflgs p2]Zosf] cg'kftdf x'g]5g\ h'g 
tL pkfox¿sf] k':6\ofOdf k|of]u x'g]5g\ ._ ;Fu d]n vfg'k5{ .!#

dfN6fM dfN6fsf] /f;f;'/ -@)!^_ sf] lgb]{zs l;4fGtsf ?kdf n]lvPsf] 5 –

æo'/f]k]nL o'lgogsf] ;fOa/ ;'/Iff b[li6sf]0f /fli6«o ljwfgdf pNn]lvt df}lns 
clwsf/ / :jtGqtfsf] ;Ddfg / k|a4{g ug]{5  . ;Dk"0f{ k|lqmofx¿n] cfjZostf, 
;dfg'kfltstf / j}wtfsf] l;4fGt;Fu d]n vfg]] 5, hxfF hafkmb]xLtf / ;dfwfg 
;'lglZrt ug{] plrt /Ifs x'g'k5{ .Æ -k]h !@_

kf/fu'PM kf/fu'PnL /f;f;'/ -@)!&_n] l;4fGtsf ?kdf pNn]v u5{M

æ;dfg'kfltstfM cjnDjg ul/g] pkfo÷k|lqmof k|of{Kt, cfjZos / ;dfg'kflts x'g'k5{ 
h;n] df}lns clwsf/ ljz]ifu/L cflTdotf, uf]kgLotfsf] clwsf/, cleJolQm :jtGqtf 
/ ;+u7gsf] :jtGqtfsf] ;Ddfg u5{, / oL /fHosf pRrtd k|fyldstf x'g\ .Æ -k]h @@_

dfkb08 #= u=;/sf/n] agfpg] ;fOa/ ;'/Iff /0fgLltn] sfplG;n ckm\ o'/f]k sGe]G;g !)*, 
uf]kgLotfsf nflu cf]Ol;l8 -OECD_sf] lgb]{lzsf / cGo cGt/f{li6«o c;n cEof;;Fu d]n 
vfg] u/L ;/sf/nfO{ plrt, ;dfg'kflts / k|efjsf/L tYof+s ;+/If0f ;DaGwL sfg"g lgdf{0f 
ug{ k|ltj4 u/fpg'k5{ .

!#	 uf]kgLotfsf] xs / cleJolQm :jtGqtfsf] xssf] ;DaGwdf gful/s tyf /fhgLlts clwsf/;DaGwL cGt/f{li6«o 
cg'aGwsf] AofVofsf nflu /fi6«;+3Lo dfgjclwsf/ ;ldltn] ljsf; u/]sf] j}wflgstf / cg'kfltstfsf] l;4fGt 
x]g'{xf];\ h]g]/n sd]G6 g+= #$, bkmf !(M ljrf/ tyf cleJolQm :jtGqtfsf] clwsf/ /fi6«;+3Lo b:tfj]h= x]g'{xf];\ 
—;L;LkLcf/\÷;L÷hL;L÷#$, !@ ;]K6]Da/ @)!!, cg'R5]b @@
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dfkb08 #= 3= a9L hf]lvddf /x]sf] ;d"x h:t} afnaflnsf, j[4a[4f / czQm JolQmx¿sf] 
;'/Iffdf ljz]if hf]8 lbb} cfjZostfcg';f/ l8lh6n ;fIf/tf / hgtfsf] ;'/Iff clea[l4 ug{] 
:ki6 k|lta4tf x'g'kb{5 .

Toltdfq xf]Og, /fHosf] ;fOa/ nrstf a[l2 ug{ b'O{j6f lglZrt pkfox¿ cjnDag 
ug'{kb{5 h;n] ljif]zu/L JolQmsf] dfgjclwsf/df ;sf/fTds k|efj kfb{5g\M klxnf], olb 
o; cl3 5}g eg], sfplG;n ckm\ o'/f]k sGe]G;g !)* / cf]Ol;8Lsf] uf]kgLotfsf] ;+/If0f / 
JolQmut tYof+ssf] ;Ldfkf/ k|jfx;DaGwL lgb]{lzsf / cGt/f{li6«o c;n cEof;sf cfwf/df  

Uof6]dfnfM Ujf6]dfnfsf] /f;f;'/ -@)!*_ df pNn]v 5M

ædfgjclwsf/sf cGt/f{li6«o dxf;GwLcg';f/ uf]kgLotf / tYof+s ;+/If0f;DaGwL 
sfg"g lgdf{0f ug{, cg'df]bg ug{ / sfof{Gjog ug{Æ -k]h #^_

c:6«]lnofM c:6]«lnog /f;f;'/ -@)!^_ sf] hgtfdf ;fOa/ ;'/Iff ;Lk lgdf{0f ug]{ 
eGg] bkmfdf pNn]v 5M

;/sf/ ;Dk"0f{ ci6]«lnofnL hgtfsf] ;'/lIft cgnfOgsf nflu bLuf], /fli6«o ;r]tgf 
lgdf{0f cleofgsf ljleGg ultljlw ug]{ pBf]uL, cg'zGwftf / gful/s ;d"x;Fu ;xsfo{ 
ug]{5 . o; sfo{qmdn] ci6«]lnofnL hgtfnfO{ ;fOa/ r'gf}tLdf kg]{ jf:tljs c;/ / 
o;n] s;/L xfd|f] jt{dfg / eljiosf] ;Da[l4df c;/ kf5{ eGg] lzIff lbg]5 .Æ -%%_

8]gdfs{M 8]lg; /f;f;'/ -@)!*_ n] lgDg k|ltj4tf / kxnx¿ pNn]v u/]sf] 5 –

æAffnaflnsf / o'jfx¿df l8lh6n Gofo / l8lh6n ;Lk .

z}lIfs k|0ffnLdf afnaflnsf, o'jf / lzIfsx¿df ;'/Iff r'gf}tLaf/] ;r]tgf clea[l4sf  
;+o'Qm k|of;sf] z'?jft ul/g] 5 . yk z}lIfs tyf tflnd sfo{qmdsf ;fy} lZfIfs / 
ljBfyL{nlIft ;fOa/ / ;"rgf;DaGwL z}lIfs ;fdfu|L lgdf{0f / ;r]tgfsf cleofg 
hf/L /flvg]5g\ .

;fOa/ / ;"rgf ;'/Iffsf ljifodf cfd gful/s, Joj;foL / ;fj{hlgs lgsfonfO{ 
;r]t agfpg]
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plrt, ;dfg'kflts / k|efjsf/L tYof+s ;+/If0f sfg"g lgdf{0f, / bf]>f], l8lh6n ;fIf/tf 
/ cfjZoscg';f/ afnaflnsf / a[4a[4fnufot hf]lvddf /x]sf ;d"xnfO{ ljz]if Wofg lbO{ 
cfd gful/ssf] ;'/Iff .

-$_ ;fOa/ b'3{6gf k|ltsfo{
dfkb08 $=s= ;fOa/ b'3{6gf k|ltsfo{sf nflu rflng] sbdn] j}wtfsf] l;4fGtk|lt ;':ki6 
k|ltj4tf hgfpg'k5{ .

dfkb08 $=v=;fOa/ b'3{6gf k|ltsfo{sf nflu rflng] sbdn] ;dfg'kfltstfsf] l;4fGtk|lt 
;':ki6 k|ltj4tf hgfpg'k5{ . 

;fOa/ b'3{6gf ePkl5 /fHon] ug{] u/]sf] k|ltsfo{n] dfgjclwsf/df 7"nf] c;/ kfg{ ;S5 . h:tf] 
ls OG6/g]6sf] g]6js{ aGb eof] jf k|ltaGw ul/of] eg]+ ToxfFsf JolQmsf] ;"rgfsf] :jtGqtfsf] 
clwsf/sf d"n tTj dflgg] ;~rf/, ;"rgf k|jfx / vf]h ug]{ Ifdtfdf s6f}lt x'G5g\ .

/fHon] ;fOa/ b'3{6gfdf lj:t[t?kdf rfNg] sbdsf af/]df gLltdf lj/n} pNn]v ul/G5 . 
oBlk /f;f;'/n] ;fOa/ b'3{6gfdf rflng] sbd cGt/f{li6«o dfgjclwsf/sf] l;4fGt ljz]if 

Pp6f ;"rgf kf]6{n lgdf{0f ul/g]5 hxfF ;xh kx"Frdf ePsf ;"rgf / ;Nnfx xg]5g\ . 
;fy}, gful/s, pBdL / cGo lgsfox¿sf nflu ;"rgf ;'/Iff / tYof+s ;+/If0fsf 
;fy} df}h'bf sfg"g;Fu s;/L d]n vfg] ;"rgfx? agfpg] eGg] af/]df ljlzi6 pkfox¿ 
pknAw x'g]5g\  . kf]6{nsf ;fdfu|L ultzLn / cfw'lgs 1fgn] lg/Gt/ cBfjlws 
x'g]5g\ .Æ -k]h #@_

sf];f]ef]M sf];f]ef]sf] /f;f;'/ -@)!%_ sf] lgb]{zs l;4fGtdf n]lvPsf] 5 – 

æ;+j}wflgstf / j}wtfsf] l;4fGt– ;fOa/ ;'/Iff ;an agfpg lnOg] sbd sf];f]ef] 
l/klAnssf] ;+ljwfg, df}h'bf sfg"g / cGt/f{li6«o ;lGwsf k|fjwfgx¿df cfwfl/t 
x'g'k5{ .Æ -k]h !#_
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u/L j}wtfsf] l;4fGt -h:t}, tL pkfox¿ /fli6«o sfg"gn] clwsf/ lbPsf] If]qdf dfq}_ / 
;dfg'kfltstfsf] l;4fGt -h:t}, dfgjclwsf/df gsf/fTds c;/ kfg]{ pkfox¿ hf] j}wflgs 
p2]Zosf] cg'kftdf x'g]5g\ h'g tL pkfox¿sf] k':6\ofOdf k|of]u x'g]5g\ ._ ;Fu d]n vfg'kg]{ 
dfGotf /fV5g\  .

-%_ ;fOa/ ck/fw
dfkb08 %=s= olb /0fgLltn] ;fOa/ ck/fwsf] kl/efiff u/]sf] 5 eg]+, Tof] kl/efiff 
dfgjclwsf/ / cGt/f{li6«o c;n cEof;;Fu tfbfTDo x'g'kb{5 .

dfkb08 %=v= /0fgLltn] a'9fk]i6 dxf;GwL -Budhapest Convention_;Fu d]n vfg] u/L 
;/sf/nfO{ plrt, ;dfg'kflts / k|efjsf/L ;fOa/ ck/fw;DaGwL sfg"g lgdf{0fsf nflu 
k|ltj4 agfpg' kb{5 .

/f;f;'/df pNn]v ul/g] …;fOa/ ck/fwÚsf] kl/efiff dxTjk"0f{ kIf xf] . o;n] dfgjclwsf/ 
/ cGt/f{li6«o c;n cEof;;Fu d]n vfg' k5{  . ;fOa/ ck/fwsf] ;Daf]wg ug{ ljz]if 
u/L sfg"gdfkm{t\ rflng] sbdn] cy{ /fVb5  . ck/fw;DaGwL ljwfgn] ;fOa/ ck/fw 
;fdgf ug{ plrt, ;dfg'kflts / k|efjsf/L  ;xof]u k'¥ofpg'sf ;fy} dflg;nfO{ ;fOa/ 
r'gf}tLaf6 /Iff ub{} dfgjclwsf/sf] ;+/If0f ub{5 . oBlk, ;fOa/ ck/fw;DaGwL ljwfgn] 
dfgjclwsf/nfO{ gsf/fTds c;/ klg kfg{ ;S5 . lglZrt sfo{ jf Jojxf/sf] ck/fwLs/0f 

dfN6fM dfN6fsf] /f;f;'/ -@)!^_ sf] lgb]{zs l;4fGtn] pNn]v u/]sf] 5 – 

æ;fOa/ ;'/Iffk|ltsf] b[li6sf]0fn] o'/f]k]nL o'lgog / /fli6«o ljwfgn] pNn]v u/]sf 
df}lns clwsf/ / :jtGqtfsf] ;Ddfg / k|j4{g ug]{5 . ;Dk"0f{ sfo{n] hjfkmb]xLtf 
/ ;dfwfgsf] ;'lglZrttfsf nflu plrt ;+/If0f;lxtsf] cfjZostfsf] l;4fGt, 
;dfg'kfltstfsf] l;4fGt / j}wtfsf] l;4fGt;Fu d]n vfg] 5g\ .Æ-k]h !@_

kf/fu'PM kf/fu'Psf] /f;f;'/ -@)!&_ sf] l;4fGtn] pNn]v u/sf] 5 – 

æ;dfg'kfltstfM cjnDag ul/g] sfo{x¿ /fHosf pRrtd\ k|fyldstfdf /x]sf df}lns 
clwsf/ ljz]ifu/L 3lgi7tfsf] uf]kgLotfsf] clwsf/, cleJolQm :jtGqtf / ;+u7gsf] 
:jtGqtfsf] ;Ddfg ug{ kof{Kt, cfjZos / ;dfg'kflts x''g'k5{ .Æ -k]h @@_
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cfkm}+df dfgjclwsf/dfly k|ltaGw xf]  . j}slNks?kdf, c;dfg'kflts ;hfo;lxtsf] 
lglZrt ck/fw jf kmf}hbf/L ck/fwsf] clt a[xb\ kl/efiffn] dfgjclwsf/df k|ltaGw 
nufpg ;S5 . /fli6«o ;fOa/ ;'/Iff /0fgLltdf eGbf klg 5'6\6} ljz]if sfg"gdf ck/fwaf/] 
pNn]v x'g;Sg] x'Fbf /f;f;'/ cfkm}+n] rflx+ a'9fk]i6 dxf;GwLnufotsf cGt/f{li6«o c;n 
cEof;;Fu d]n vfg]u/L plrt, ;dfg'kflts, / k|efjsf/L ck/fw ;+lxtfdfkm{t\ ;fOa/ 
ck/fwsf] ;fdgf ug'{k5{ .

-^_ cGt/f{li6«o ;xof]u 
dfkb08 ^=s=M :jtGq, v'nf  / ;'/lIft OG6/g]6sf] k|a4{g /fHosf] k//fi6« gLltsf] Ps efu 
x'g'kg]{ s'/fdf :ki6 k|ltj4tf x'g'kb{5 .

o"s]M a]nfotsf] /f;f;'/ -@)!^_ n] b'O{ lsl;dsf ;fOa/ ck/fwsf] pNn]v u/]sf] 5 –

æ;fOa/ lge{/ ck/fw (Cyber dependant crime) – oL ck/fwx¿ ;"rgf tyf ;~rf/ 
k|ljlwsf pks/0fsf] k|of]udfkm{t\ dfq} x'G5g\, hxfF pks/0f ck/fwsf] dfWod / nIo 
b'j} x'G5g\ -h:t} cfly{s nfesf nflu dfnjo/sf] lgdf{0f ug'{ / km}nfpg', tYof+s 
rf]g{, u8a8 ug{ / tYof+s jf g]6js{ jf s'g} ultljlw gi6 ug{' _

/ ;fOa/k|al4{t ck/fw (Cyber enabled crime)– oL k/fDk/fut ck/fw x'g\ h'g 
sDKo'6/, sDKo'6/ g]6js{ jf ;"rgf tyf ;~rf/ k|ljlwsf s'g} :j?k -h:tf] ;fOa/sf] 
;xof]un] x'g] 7uL / tYof+ssf] rf]/L_ sf] k|of]uaf6 a[l4 x'G5g\, km}lnG5g\ .Æ -k]h !&_

aª\unfb]zM ;fOa/ ck/fw;DaGwL aª\unfb]zL /f;f;'/ -@)!$_df n]lvPsf] 5M

æ/fli6«o ;fOa/ ck/fw sfg"g ;fOa/ ck/fw;DaGwL j'9fk]i6 sGe]G;g -@))!_ sf 
k|fjwfgcg'?k th'{dfsf nflu l;kmfl/; ul/Psf] 5 .Æ -k]h %_

cfo/NofG8M cfOl/; /f;f;'/ -@)!%_sf] ;fOa/ck/fw;DaGwL bkmfdf o:tf] pNn]v 5M

æGofo tyf ;dfgtf dGqLn] s]xL ;dod} ;fOa/ ck/fw;DaGwL a'9fk]i6 dxf;GwL / 
;"rgf k|0ffnLdfly x'g] xdnfsf] lj?4df Oo"sf] lgb]{lZfsfsf k|fjwfgcg'?k ljw]os 
k|:t't ug'{x'g] 5 .Æ -k]h !$_
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dfkb08 ̂ =v=M OG6/g]6 ueg]{G;df ax";/f]sf/jfnf b[li6sf]0f /fHosf] k//fi6« gLltsf] Ps efu 
x'g'kg]{ s'/fdf :ki6 k|ltj4tf x'g'kb{5 .

dfkb08 ^=u=M ;fOa/:k];df /fHosf] Jojxf/ cGt/f{li6«o sfg"gn] lglb{i6 u/]adf]lhd x'G5g\ 
eGg] l;4fGtk|lt :ki6 k|ltj4tf x'g'k5{ .

dfkb08 ^=3= o:tf cGt/f{li6«o / If]qLo d~r / gLlt lgdf{0fsf 7fpF klxrfg ug'{kb{5 hxfF 
;fOa/ ;'/Iff;DaGwL ;xof]u ldN5 / k//fi6« gLltnfO{ cl3 a9fpg ;lsG5 .

/fli6«o ;fOa/ ;'/Iff /0fgLltn] d'Vou/L /fli6«o:t/df lnOg] sbddf hf]8 lbG5  . t/, 
;fOa/:k];sf] ljZjJofkL k|s[ltn] w]/} r'gf}tLx¿÷c;'/Iffx¿ ljZjJofkL k|s[ltsf x'g] cy{ 
/fV5 h;n] w]/} / k|foM ;a} /fHonfO{ g} c;/ u5{ . /0fgLltsf] 9fFrf lgdf{0f ubf{ xf];\ jf 
;xsfo{ ubf{ xf];\, k|ltsfo{ ;fdfGotof ljZjJofkL jf If]qLo ;Gbe{df lgdf{0f ul/G5 . ctM 
/0fgLltx?n] o:tf dfWodsf] pNn]v u5{g\ h;n] ;/sf/ ;fOa/ ;'/Iffsf ljifodf cGo 
/fHox¿;Fu sfd ug{ rfxG5 eGg] :ki6 ub{5 .  

ljZjJofkL txdf xf];\ jf If]qLo, /fHox¿jLr /flvg] ;fd"lxs b[li6sf]0fn] /fli6«o txdf lnOg] 
k|of;x?n] klg dfgjclwsf/df c;/ kfg{ ;S5g\ . of] s'/fn] ljz]ifu/L /fHox¿n] ;fd"lxs 
?kdf ;+o'Qm 9fFrf lgdf{0f ubf{ tL cGt/f{li6«o sfg"gsf] ?kdf h:t} ;GwL, u}x|afWosf/L 
b:tfj]h jf cgf}krfl/s k|of;x¿ x'G5g\ ls x'b}gg\ eGg]df dxTj /fV5  . o:tf] 9fFrfn] 
cGt/f{li6«o dfkb08sf] lgwf{/0f ug{ ;S5g\ jf /fHox¿nfO{ /fli6«o :t/df s'g} sfo{ ug{ 
k|ltj4 u/fpF5g\  .pbfx/0fsf] nflu, ;fOa/ ;'/Iff / tYof+s ;+/If0f;DaGwL clk|msg 
o'lgog dxf;GwLn] cfd l;4fGtdf w]/} 5'6 lbPsf] 5– æ;fj{hlgs rf;f]Æ sf] cfwf/df eGb} 
k|of]ustf{sf] ;xdltlagf JolQmut tYof+s ;ª\sng jf k|of]u ug'{ x'b}g  . o:tf] w]/} 5'6 
tYof+ssf] uf]kgLotfsf] clwsf/;Fu d]n vfFb}g  . j'9fk]i6 sGe]G;gsf] cg'df]bg cfjZos 
5 h;n] /fHonfO{ /fli6«o txdf o;sf k|fjwfgx¿ sfof{Gjogsf nflu afWosf/L agfpF5 .

To;sf/0f, h;/L /fli6«o txdf gLlt lgdf{0f ubf{ / s'g} sbd ln+bf /f;f;'/n] dfgjclwsf/sf] 
;Ddfg, ;+/If0f / k|j4{g ug{'kb{5, To;}u/L ljZjJofkL / If]qLo ;+/rgfaf/] klg ;':ki6 
k|ltlalDjt ug'{k5{ . oL s'/f o;/L ug'{kb{5M

•	 :jtGq, v'nf / ;'/lIft OG6/g]6sf] k|j4{g /fHosf] k//fi6« gLltsf] Ps efusf] ?kdf 
;dfj]z ug]{ :ki6 k|ltj4tf,
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c:6«]lnofM c:6«]lnofnL /f;f;'/ -@)!^_ n] ljZjJofkL pQ/bfloTj / k|efj;DaGwL 
bkmfdf o:tf] n]v]sf] 5M

æc:6«]lnofn] jfs\ :jtGqtf, uf]kgLotfsf] xs / sfg"gsf] zf;gsf d"Nosf] cfwf/df 
;b}j v'nf, :jtGq / ;'/lIft OG6/g]6sf] jsfnt u/]sf] 5 . OG6/g]6sf] ;]G;/l;ksf] 
lj/f]w ub}{ c:6«]lnofn] OG6/g]6n] ;a}nfO{ k|bfg ug]{ cj;/sf] k|j4{g hf/L /fVg]5 .Æ

c:6«]lnofnL /f;f;'/ -@)!^_ n] b]zsf] cGt/f{li6«o ;fOa/ ;+nUgtfnfO{ lgb]{zg ug]{ 
b'Oj6f d'Vo l;4fGt o;/L n]V5M 

æxfn h;/L ;/sf/ hlQs} ;dfg ;fem]bf/sf] ?kdf gLlh If]q / ;d'bfonfO{ 
;xefuL u/fP/ OG6/g]6sf] Joj:yfkg -ueg{_ ul/Psf] 5, Tof] g} cToGt k|efjsf/L 
df]8]n xf] . OG6/g]6sf] ax';/f]sf/jfnf Joj:yfkg÷lgodg -governance_n] df}lns 
dfgjclwsf/ h:t} cleJolQm tyf uf]kgLotfsf] xs aLr ;Gt'ng sfod ub}{ cfly{s 
nfe / ;fdflhs cj;/ k|bfg ub{5 .Æ

;fOa/:k];df /fHosf] Jojxf/ cGt/f{li6«o sfg"gn] lgwf{/0f u5{  . h'g s'/f åGåsf] 
vt/f sd ug{] /fHosf] dfGotf Pj+ Jojxfl/s ljZjf; lgdf{0f ug]{ pkfon] ;'b[9 
ul/G5 .Æ -k]h $!_

l:j8]gM :j]l8; /f;f;'/ -@)!&_ sf] p2]Zodf n]lvPsf] 5M 

æ;fOa/ ;'/Iffdf cGt/f{li6«o ;xof]u, :jtGqtf / dfgjclwsf/sf] ;Ddfg ug]{ p2]Zo 
;lxtsf] ljZjJofkL, kx"Frof]Uo, v'nf / ;an OG6/g]6sf] Ps c+zsf] ?kdf ;'b[9 
ul/g] 5 . -k]h @$_ 

•	 OG6/g]6 ueg]{G;df ax";/f]sf/jfnf b[li6sf]0f k//fi6« gLltsf] Ps efusf] ?kdf ;dfj]z 
ug]{ :ki6 k|ltj4tf,

•	 ;fOa/:k];df x'g] /fHosf] Jojxf/ cGt/f{li6«o sfg"gn] lglb{i6 u/]adf]lhd k//fi6« gLltsf] 
Ps efusf ?kdf ;dfj]z ug]{ :ki6 k|ltj4tf,

•	 ;fGble{s cGt/f{li6«o / If]qLo d~r tyf gLlt lgdf{0f ug]{ 7fpFsf] klxrfg ug]{ hxfF ;fOa/ 
;'/Iffdf ;xof]u x'G5 / k//fi6« gLltsf] k|j4{g ul/G5 .
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:j]l8; /0fgLlt cufl8 n]V5M 

:jtGqtf / dfgjclwsf/sf] ;Ddfg ug]{ ljZjJofkL, kx"Frof]Uo, v'nf / ;an OG6/g]6 
g} ;/sf/sf] OG6/g]6sf] ljsf;sf] nIo x'G5 . -===_

v'nf, :jtGq / ;'/lIft OG6/g]6df kx"Frn] dfgjclwsf/, k|hftGq, sfg"gsf] zf;g / 
ljsf;sf] ljZjJofkL a[l4sf nflu dxTjk"0f{ ;+oGq lgdf{0f u5{ . dflg;x¿nfO{ ;~rf/, 
cGt/lqmof ug{, cfkm\gf ljrf/ JoQm ug{ / cfkm\gf OR5fnfO{ cGt/f{li6«os/0f ug{ gofF 
dfu{ Tof] xb;Dd k|z:t u5{, h'g o; cl3 ;Dej lyPg . ;"rgf / 1fgdf a9\g] kx'Frn] 
n}lª\us ;dfgtfsf] clej[l4 u5{ . l8lh6n ?kfGt/0f / ;"rgf k|ljlwsf] ljsf; ;fdflhs 
tyf cfly{s ljsf;sf] a9\bf] cf}hf/ xf]– slDtdf ul/a dflg;, dlxnf / pgLx¿sf] 
cj;/sf] :jtGqtf l;h{gfsf nflu dfq xf]Og ls lzIff, cy{, s[lif, :jf:Yo / jftfj/0fsf 
ljsf;;DaGwL ;d:of gofF lsl;dn] ;dfwfg ug{sf nflu klg .-k]h @$ / @^_

:j]l8; /f;f;'/ yK5M 

æ;fOa/:k];df cGt/f{li6«o sfg"g nfu" x'g] s'/f /fli6« ;+3df ;}4flGt?kdf ;xdlt 5, 
t/ lgodsf] Ps?kd} JofVof ;'lglZrt ug]{ s'/fdf eg]+ w}/} sl7gfO / r'gf}tLx¿ 5g\ . 
o; k[i7e"lddf, /fHosf] pQ/bfoL Jojxf/sf nflu ;fOa/:k];df cGt/f{li6«o sfg"gsf] 
AofVof / k|of]u, tyf :j]lR5s cGt/f{li6«o dfkb08 / ljZjf; lgdf{0fsf] ;+efjgsf 
af/]df cGt/f{li6«o:t/df ax; eO/x]sf 5g\ . pQ/bfloTj k|dfl0ft ug{, tf]Sg / dfu 
ug{sf nflu cGt/f{li6«o lgodg, dfkb08 / ;Demf}tfsf] k|of]u ug]{ ;Defjgfsf] ;Gbe{df 
klg ax; 5 . ;/sf/n] oL 5nkmn / k|lqmofdf l:j8]gn] lbg] ;lqmo k|of;sf] dxTjdf 
hf]8 lbG5  . oL k|of;sf] p2]Zo åGå /f]Sg' / /fHosf] pQ/bfoL Jojxf/sf nflu 
dfkb08df cGt/f{li6«o ;xdltsf nflu ;xof]u ug'{ xf] . -k]h @%_

;+o'Qm /fHo cd]l/sfM cd]l/sfsf] /f;f;'/ -@)!*_df n]lvPsf] 5M

æcd]l/sfn] cGt/f{li6«o sfg"g / pQ/bfoL /fHosf Jojxf/;DaGwL :j}lR5s 
u}x|aGwgsf/L d"Nosf] kfng ub}{ ;fOa/:k];df /fHosf] pQ/bfoL Jojxf/sf] 9fFrfsf] 
k|j4{g ug]{ 5  . h'g s'/f zflGtsf] ;dodf / b'ef{jgfk"0f{ ;fOa/ ultljlwaf6 
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l;lh{t vt/fnfO{ sd ug{ Jojxfl/s ljZjf; cfh{gsf nflu nfu" x'G5g\  . oL 
l;4fGtx¿n] o; 9fFrf;Fu a]d]n /fVg] cg'Q/bfoL /fHosf sfo{x?sf]] k|ltjfb ug{ 
;xof]uL k|ltsfo{sf] cfwf/ klg tof/ ub{5 .Æ -k]h @)_

cd]l/sfsf] /f;f;'/sf] p2]ZodWo]sf] Psdf n]lvPsf] 5 –

æv'nf, cGt/;~rflnt -interoperable_, ljZj;gLo / ;'/lIft OG6/g]6sf] k|j4{g ug]{

ljZjJofkL OG6/g]6n] cf}Bf]lus qmflGtkl5 s]xL 7"nf k|ult NofPsf] 5, h;n] jfl0fHo, 
:jf:Yo, ;~rf/If]q / cGo /fli6«o k"jf{wf/n] km8\sf] df/]sf] 5 . csf]{lt/, ztfAbLof} 
b]lvsf dfgjclwsf/ / df}lns :jtGqtfsf ;+3if{x¿ clxn] cgnfO{gdf x'G5g\  . 
cleJolQm :jtGqtf, zflGtk"0f{ ;ef / ;+u7g ;fy} uf]kgLotfsf] clwsf/ c;'/lIft 
ePsf 5g\  . ce"tk"j{ ljsf;sf afjh'b OG6/g]6sf] cfly{s / ;fdflhs Ifdtf 
cgnfOg ;]G;/l;k / bdgn] sdhf]/ eO/x]sf] 5 . cd]l/sf v'nf, cGt/;~rflnt 
-interoperable_, ljZj;gLo / ;'/lIft OG6/g]6 k|j4{g ug]{ cfkm\gf] l;4fGtdf b[9 
5 . xfdL v'nf OG6/g]6k|lt xfd|f] b[li6sf]0f cGt/f{li6«o dfkb08 x'g] s'/f ;'lglZrt 
ug{{ sfd u5f}{+ ./, xfdL OG6/g]6nfO{ /fhgLlts vt/fsf ?kdf lnO{ :jtGq / v'nf 
OG6/g]6nfO{ ;j{;QfjfbL j]a agfO{ ;'/Iff jf cft+sjfbsf] e]ifdf cfkm\gf] lgoGq0fdf 
/fVg] clwgfosjfbL /fHox¿nfO{ /f]S5f}+ . -===_

v'nfkg / :jtGqtf sdhf]/ kfg]{, gjk|jt{gdf afwf k'¥ofpg], / OG6/g]6sf] 
sfo{IfdtfnfO{ hf]lvddf /fVg] /fHo s]lGb|t 9fFrf lgdf{0fsf] lj?4 cd]l/sf OG6/g]6 
ueg]{G;df ax';/f]sf/jfnf df]8]nsf] ;'lglZrt ug]{ ljZjJofkL k|of;df ;lqmo?kdf 
;xefuL eO/xg]5  . OG6/g]6sf] ax";/f]sf/jfnf df]8]n eGgfn] kf/bzL{, j6dck, 
;xdltdf cfwfl/t k|lqmof x'g\ h;n] ;/sf/, gLlh If]q, gful/s ;dfh, z}lIfs hut\ 
/ k|fljlws ;d'bfonfO{ ;dfg lx;fan] efu lng ;an agfpF5 . cd]l/sL ;/sf/n] 
ax"kIfLo / cGt/f{li6«o d~rdf OG6/g]6sf] v'nf / cGt/;~rflnt -interoperable_ 
ljz]iftfsf] kIf lnG5  . of] kIfdxTjk"0f{ ;+u7gx¿ h:t} cfOSofg -Internet 

Corporation for Assigned Names and Numbers_, OG6/g]6 ueg]{G; kmf]/d, o"Pg\ / 
cGt/f{li6«o b"/;~rf/ o'lgogdf uxg ;lqmo ;+nUgtfsf nflu x'G5 .Æ -k]h @$, @%_
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lk|m8d kmf]/d
yfkfynL, sf7df8f}+, g]kfn
kf]i6 aS;M @$@(@
kmf]gM $!)@)#)÷$!)@)@@
Od]nM info@freedomforum.org.np
www.freedomforum.org.np

FR
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M

lk|m8d kmf]/d cg';Gwfg Pj+ jsfntstf{ k|fl1s ;d'bfosf] ;femf kxn xf] . nf]stGq, 
dfgjclwsf/, k|]; :jtGqtf / /fi6«sf] ;dljsf;df ;dlk{t /xg] p2]Zon] @)^@ 
;fndf o;sf] :yfkgf ePsf] xf] . dfgj :jtGqtfsf] pRrtd d"Nok|lt k|ltj4 
kqsf/, sfg'g Joj;foL, dfgj clwsf/sdL{, k|fWofks–lzIfs, ;dfhzf:qL tyf 
ljsf; sfo{stf{x?sf] ;femf d~rsf ¿kdf of] kmf]/d :yfkgf ul/Psf] xf] . k|]; tyf 
cleAolQm :jtGqtf, ;"rgfsf] xs, jh]6 kf/blz{tf, lgjf{rg tyf nf]stflGqs Zff;g 
k|0ffnL, ;fj{hlgs ljQ Jofj:yfkg / ;fdflhs hjfkmb]lxtf k|j4{gsf ultljlwdfkm{t 
cfd hgtfnfO{ nf]stGqsf] k|ltkmn k|fKt ug]{ cj:yfdf k'¥ofpg of] ;+:yf k|of;/t 
5 . ;d'Ggt nf]stflGqs ;dfh o;sf] nIo xf] . d'n'ssf ljleGg If]qdf 5l/P/ 
/x]sf :jtGqtfsf k'hf/Lx? o;sf ;b:o jGg ;S5g\ . gful/s ;dfh, cfd;~rf/, 
k];fut If]q / tNnf] txsf ;fd'bflos ;+u7g;Fu ;xsfo{ u/]/ cufl8 j9\g] xfd|f] 
gLlt /x]sf] 5 . ;Dk'0f{ :jtGqtf dfgj ;Eotfsf] cgGt rfxgf xf] . :jtGqtfeGbf 
d"Nojfg c¿ s]xL 5}g eGg] lk|m8d kmf]/d 7fG5 .


