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lk|m8d kmf]/dn] u/]sf] ;j{]If0fdf k|fKt ljj/0f cg';f/ k|To]s !) g]kfnL kqsf/dWo] 
& hgfn] l8lh6n :k];df r'gf}tL -c;'/Iff_ dxz'; u/]sf] atfPsf 5g\ . cem 
vf]h kqsf/x? / kqsf/ dlxnfx?n] sltko cj:yfdf emg\ a9L vt/fsf] 
;fdgf ug'{kg]{ klg x'g;S5 . l8lh6n :k];sf] a9\bf] k|of]u;Fu} k/Dk/fut ck/fw 
klg gofF :k];df ;/]sf 5g\, h'g vf]h kqsf/sf nflu gofF r'gf}tLsf] ?kdf 
k|s6 ePsf] 5 . csf]{lt/ ;"rgf / ;~rf/ k|ljlwsf dfWodx?af6 /fHosf ;'/Iff 
lgsfo / ljleGg ;]jf lgsfox?af6 ;d]t klg sltko lgu/fgL -surveillance_ 
sf sf/0fn] kqsf/x?sf] uf]kgLotf hf]lvddf k/]/ l8lh6n c;'/Iff tyf r'gf}tL 
ylkPsf] b]lvG5 .

ljZjsf ljleGg b]zdf kqsf/x?n] y'k|} l8lh6n hf]lvd h:t}M b"Jo{jxf/, ;"rgf 
tyf tYof+s rf]/L, Xoflsª\, lkml;ª, dfnj]o/, :kfOj]o/ ef]u]sf ;dfrf/x? 
cfO/x]sf 5g\ . lk|m8d kmf]/dsf] lgoldt cg'udgn] klg g]kfnL kqsf/dfly 
kl5Nnf] ;dodf l8lh6n dfWodaf6 x'g] b"Jo{jxf/ / wDsL h:tf y|]6 a9]sf] 
b]vfPsf] 5 . To;}u/L l8lh6n ;fIf/tfsf] sdLn] ;'/Iffsf] nflu ;fdfGo 
pkfox?sf] cjnDag ug{ g;Sbf g]kfnL kqsf/x?n] l8lh6n c;'/Iffsf] a9\bf] 
r'gf}tL ;fdgf ug'{kg{] vt/f 5 . 

lk|m8d kmf]/dn] kqsf/x?sf] l8lh6n ;'/Iffdf cfPsf log} gofF r'gf}tLnfO{ ;fdgf 
ug{ ;xof]u k'uf];\ egL of] ;|f]t ;fdfu|L tof/ u/]sf] xf] . xfd|f] p2]Zo oL ;|f]t 
;fdfu|Lsf] ;xL k|of]u xf];\ / ;'/lIft l8lh6n :k];sf] lgdf{0f xf];\ eGg] xf] . oL 
;fdfu|L cleJolQm :jtGqtf tyf kqsf/sf] ;'/Iffdf sfd ug]{ ljZjJofkL ;~hfn 
cfOkm]S; -IFEX-International Freedom of Expression Exchange_ sf ljleGg b]zsf 
;b:o ;+:yfx?n] tof/ / ljt/0f u/]sf ;|f]t ;fdfu|Lx?af6 lnO{ ;f] sf] g]kfnL 
;Gbe{df pkof]uL x'g]u/L ;Dkfbg;lxt o; k'l:tsfdf k|:t't ul/Psf x'g\ . 

e"ldsf
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!= cfˆgf] Od]n csfpG6 s;/L ;'/lIft ug]{< 

	y cfˆgf] JolQmut / Joj;flos hfgsf/L ldl;g glbg'xf];\ . 
	y cfˆgf] uf]kgLotf ;]l6+ux? a]nfa]nfdf ;dLIff u/L kl/dfh{g ug{'xf];\ .
	y s'g} hfgsf/L ;fj{hlgs ?kdf /fVg' cufl8 /fd|f];Fu ljrf/ ug{'xf];  .
	y cfˆgf] kf;j8{x?nfO{ ;'/lIft tl/sfn] gf]6 u/]/ /fVg'xf];\ .  
	y cfkm';Fu ;DalGwt ;fj{hlgs hfgsf/Lsf] a]nfa]nfdf ;dLIff u/L, /fVg 
cfjZos gePsfnfO{ d]6fpg'xf];\ . 
	y ;lhn} cg'dfg ug{ ;lsg] kf;j8{ g/fvL alnof] kf;j8{{sf] k|of]u ug{'xf];\ .
	y b'O{–tx k|df0fLs/0f (Two step verification) ug{'xf];\ .
	y cgflws[t kx'Fraf6 hf]lug csfpG6 k|of]ukl5 k|To]s k6s nu cfp6 
ug'{xf];\ / Browsing History d]6fpg'xf];\ .
	y cGo JolQmn] cfˆgf] Account k|of]u u/]sf] yfx kfpg, Account Activities 
lgoldt hfFr ug{] ug{'xf];\ .
	y ;fj{hlgs ?kdf /flvPsf sDKo'6/x?df cfˆgf] Account ;s];Dd gvf]Ng'xf];\, 
vf]Ng} k/]df t'?Gt nu cfp6 u/L Browsing History d]6fpg'xf];\ .
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@= lkml;+u cfqmd0f lj?4 s;/L ;'/lIft /xg] <

-lkml;+u eg]sf] hfn;fhL u/L JolQmsf] uf]Ko 
hfgsf/L h:t} kf;j8{ jf a}+s vftf ;DaGwL 
;Dk"0f{ hgsf/L kQf nufpg] tl/sf xf] ._ 

	y cglws[t ?kdf k6s–k6s cfPsf 
hf]lvdo'Qm Dof;]haf6 ;fjwfg x'g'xf];\  . 
tyf lnª\s lyRg jf Attachment 

download ug{' k"j{ ;f]r ljrf/ ug'{xf];\ . 
	y hf]lvdo'Qm Dof;]h k7fpg] JolQmsf] 
k|fljlws Ifdtfsf] cg';Gwfg ug'{xf];\ .  
	y k7fpg]sf] Account ljj/0f / ;Gb]z ;fdfu|L 
j}w 5 jf 5}g eGg] ljrf/ ug{'xf];\ .
	y 	z+sf:kb nfu]sf Dof;]haf/] k7fpg] 
JolQm jf ;+:yfnfO{ ;Dks{u/L xf]–xf]Og lglZrt ug'{xf];\  .
	y 	s'g} lnª\sdf lSns ug{' cl3 ;fjwfgL;fy To;sf] ljZjf;lgotf af/] 
ljrf/ ug{'xf];\ .
	y r'gfj / /fhgLlts cl:y/tfsf] cj:yf tyf e|i6«frf/ / clgoldttf ;DaGwL] 
vf]hL l/kf]l6{ª ubf{ lkml;+usf] vt/faf6 ljz]if ?kdf ;ts{ /xg'xf];\ .

#= oGq–pks/0f -sDKo'6/, Nofk6k, df]afOn cflb_ s;/L ;'/lIft ug]{ <

	y kf;j8{, sf]8 jf PIN dfkm{t\ 
cfˆgf] pks/0fx¿ ns 
ug{'xf];\  . nfdf] PIN jf 
kf;j8{x? k|of]u ug'{xf];\ .
	y 	k'/fgf] ;ˆ6j]o/sf] sdhf]/Laf6 
dfNj]o/ (malware) l56f] 
km}lng ;Sg] ePsf]n] ;dodf 
cfˆgf] ck/]l6+u l;:6d, Pk / 
a|fph/ ck8]6 ug]{ ug'{xf];\ .
	y cfˆgf] l8efO;df :6f]/ ePsf] hfgsf/Lx?sf] a]nfa]nfdf ;dLIff ug{'xf];\  . 
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;fy}, cfkm"nfO{ hf]lvddf kfg{;Sg] jf ;+j]bgzLn ;"rgf cfjZostf 
cg';f/ l8ln6 ug]{ jf Aofsckdf /fVg] ug{'xf];\ .
	y Rof6x? h:tf ;+j]bgzLn hfgsf/L lgoldt ?kdf d]6fpg'xf];\ . 
	y rf]/L jf b'?kof]u x'g;Sg] 7fpFx?df cfˆgf] l8efO; g5f]8\g'xf];\ .
	y ;fj{hlgs USB kf]6{x?df pks/0f k|of]u gug{'xf];\ . sfo{qmdx?df lgz'Ns 
pknAw ul/Psf] USB ˆNof; 8«fOex? klg k|of]u gug{'xf]; . 
	y 	pks/0fx?sf] dd{t ubf{ ljZjfl;nf] JolQm jf 7fpFdf dfq ug{'xf];\ .

$= oGq– pks/0f Encrypt s;/L ug]{ <

	y gofF :df6{kmf]gx?df Encryption sf] ;'lawf x'G5 o;nfO{ ;]l6ªdf uO{ 
Activate ug'{xf];\ .
	y Windows df Bitlocker, Mac df Firevault, jf Hard drive / External device 
sf] nflu  lgMz'Ns kfOg] Veracrypt ;ˆ6j]o/sf] k|of]u u/L Encrypt ug{'xf];\ .
	y Encryption sf nflu nfdf] / alnof] kf;j8{ k|of]u ug{'xf];\ .
	y tkfO{ ofqf ul//xg' ePsf] b]zdf Encryption ;DaGwL sfg'g s] 5 egL 
klxn] g} hfgsf/L lng'xf];\ .

%= Encrypted ;fdfu|L ;~rf/ s;/L ug{] < 

	y Pksf] :jfldTj s;n] /fV5, pgLx¿n] k|of]ustf{sf] s'g 8f6f /fV5g\ / 
Tof] 8f6f ;/sf/nfO{ k]z ug]{ ul/Psf] 5 ls 5}g eg]/ cWoog ug{'xf];\ .
	y k|of]ustf{ 8f6f ;]o/ ug{ cfpg] cg'/f]wx¿sf] k|ltlqmof lbg' cufl8 
ltgLx¿sf] gLlt s] xf] 
eg]/ hfFr ug'{xf];\ . 
	y k|ljlw sDkgLx¿n] 
x6fpg] jf ;femf]bf/L ug{] 
af/]sf ;/sf/L cg'/f]wsf] 
sf/afxL af/] k|To]s jif{ 
kf/blz{tf k|ltj]bg tof/ 
ug{'k5{ . ;f] k|ltj]bg af/] 
klg hfgsf/L /fVg'xf];\ .
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	y csf]{] JolQmaf6 Pk vf]Ng ;Sg] hf]lvd ePdf ;'/lIft x'g ;Dej eP;Dd 
PIN jf kf;sf]8sf] ;fy Pk ns ug{'xf];\ . 
	y olb s'g} klg Pkdf Registration Lock sf] Joj:yf 5 eg] ;]6ck ug{'xf];\ . 
	y 	Signal / WhatsApp nufotsf s]xL Pkx¿n] tkfO{+ sf] ;Fu Rof6 ub}{ 
x'g'x'G5 egL k'li6 ug{sf] nflu yk ;'/Iff tx k|bfg ub{5 / s;}nfO{ csf]{ 
l8efO;af6 tkfO{+sf] gSsn u/L ;Dks{ ug{af6 /f]S5 .
	y tkfO{+nfO{ k7fOPsf tl:a/x¿ jf s'g} 8s'd]G6 tkfO{+sf] l8efO;df sxfF 
e08f/0f x'G5 eg]/ a'‰g'xf];\ .
	y 	ha tkfO{+ cfˆgf] 8f6f Aofsck ug{'x'G5, tkfO{+n] 8fpgnf]8 ug{' x'g] s'g} klg 
s'/f, h:t} kmf]6f]x¿, tkfO{+sf] l8efO;df ;'/lIft x'G5g\ / cGo l8efO; / 
Pkdf klg ltgsf] Copy ;'/lIft x'g ;S5 . oL s'/fdf Wofg lbg'xf];\ .
	y s]xL ;]jfx¿, h:t} WhatsApp, 6]lnkmf]g gDa/;Fu lnÍ ul/Psf] Snfp8 
csfpG6df tkfO{+sf] ;Gb]z ;fdu|L Aofsck x'G5 . iOS k|of]ustf{x¿sf] 
Signal df s'g} klg sn History iCloud ;Fu sync x'G5 . Pksf] ;]l6ªdf 
uP/ o;nfO{ aGb ug{ klg ;lsG5 . 
	y tkfO{+sf] kmf]gdf e08f/ ul/Psf ;Dks{ / ;Gb]zx?  Snfp8 csfpG6x¿;Fu 

sync x'G5g\, To;}n] tkfO{+n] ;Dks{ u/]sf gDa/x¿ Ps 7fpFaf6 d]6fP 
klg cGt st} ;'/lIft /xG5, t;y{ ;a} lt/af6 tL s'/fx? d]6fpg'xf];\ .
	y l8efO; jf Account df ;s];Dd yf]/} e08f/ ug{sf nflu  ;Gb]zx¿ 
lgoldt ¿kdf Aofs ck ug{'xf];\ / d]6fpg'xf];\ .
	y 8s'd]G6, kmf]6f], lel8of], cl8of] Dof;]hx? s'g /fVg] s'g 
g/fVg] eGg] lg0f{o ug{'xf];\  . /fVg'kg{] 8s'd]G6, kmf]6f], 
lel8of], cl8of] Dof;]hx? Encrypted x'g] l8efO;df 
/fVg'xf];\ . 
	y Signal, WhatsApp, Messenger df lglZrt ;do kl5 
;Gb]zx¿ :jrflnt ¿kdf d]6fpg ldNg] option /xG5 .  
	y Signal, WhatsApp, Viber n] end–to–end Encrypted 
lel8of] snsf] ;'lawf lbG5g\ . 
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^= Encrypted Od]nsf] k|of]u 

	y Od]n ;]jfsf] nflu ljZj;gLo Encryption 
;ˆ6j]o/ 5fGg'xf];\ . 
	y Encrypted Od]n ;ˆ6j]o/sf] nflu Strong / 

Unique kf;j8{ k|of]u ug{'xf];\ . olb kf;j8{ 
la;{g'eof] eg] Encrypted Od]nx¿df kx'Fr 
u'Dg]5, To;}n] ;r]t /xg'xf];\ . 
	y Sender / Receiver sf] Od]n 7]ufgf / Od]nsf] zLif{s eg] Encrypted 

x'b}Fgg\ .

&= ;'/lIft OG6/g]6 k|of]u s;/L ug]{ <

	y k|To]s j]e;fO6 sf] ;'?df https:// / 
Kof8ns cfOsg  5÷5}g  x]g'{xf];\  . 
o;n] tkfO{+ / ;fO6 aLrsf] 6«flkms 
Encrypted ul/Psf] 5 egL ;+s]t 
ub{5 . o:tf j]e;fO6 rnfpg' ;'/lIft 
x'G5 . 
	y tkfO{+ s'g} c;'/lIft ;fO6x¿ -http://_ 
vf]Nb} x'g'x'G5 eg] cfˆgf] a|fph/df 
HTTPS Everywhere eGg] Extension sf] k|of]u ug{'xf];\ . o;af6 tkfO{sf] 
a|fph/ ;'/lIft x'g]5 . h:t}M

eff.org  tools  Https  Everywhere  Install on chrome

	y 	Pop–up lj1fkgx¿df n's]sf] dfnj]o/af6 cfˆgf] Device hf]ufpg 
lj1fkg–Ans/ install ug{'xf];\ . 
	y c;'/lIft j]e;fO6 / lj1fkgnfO{ tkfO{+n] k|of]u 
ug{'ePsf] ;fO6 6«ofs ug{af6 /f]Sg Privacy 

Badger Picture install ug{'xf];\ .
	y k|of]udf gePsf] a]nf Bluetooth / cGo File Sharing 

App tyf l8efO; aGb ug{'xf];\ . 

W W W
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	y OG6/g]6 6«flkmsnfO{ OG6/g]6 ;]jf k|bfosåf/f cglws[t ?kdf nuOg 
x'gaf6 ;''/lIft ug{ VPN k|of]u ug{'xf];\ .
	y ;fj{hlgs :yndf /flvPsf sDKo'6/x¿ k|of]u gug{'xf];\, ljz]if u/L OG6/g]6 
Sofkm] jf ;~rf/ u[xx?df ;femf sDKo'6/x¿ k|of]u ug{' k/]df ;a} l8efO;af6 
nu cfp6 ug{'xf];\ / cfˆgf] a|fplhª History k"0f{?kdf d]6fpg''xf];\ .
	y uf]Ko ¿kdf OG6/g]6 k|of]u ug{' k/]df lgMz'Ns ToR Browser Bundle install 

ug'{xf];\  . ToR dfkm{t tkfOFsf] ;a} OG6/g]6 6«flkmsnfO{ 
?6 ug]{ lgMz'Ns ck/]l6ª l;:6d xf] . ToR ljz]if u/L 
cg'zGwfgd"ns ljifox¿sf] l/kf]l6{ª ug{] kqsf/x?sf nflu 
l;kmfl/; ul/Psf] 5 . ToR k|of]u ug]{ ;DaGwdf tkfO{+ /xg' 
ePsf] b]zsf] sfg'gsf] jf/]df klg hfgsf/L lng'xf]; . 

*= Virtual Private Network sf] k|of]u s;/L ug]{ <

VPN Ps er{'cn lghL g]6js{ xf]  . o;n] 
;fj{hlgs OG6/g]6 h8fgaf6 Ps lghL g]6js{ 
l;h{gf u/]/ tkfO{+nfO{ cgnfOgdf uf]kgLotf / 
cgfdtf -anonymity_ sf] ;'ljwf lbG5 . VPN n] 
tkfO{sf] OG6/g]6 k|f]6f]sn -IP_ 7]ufgf n'sfpF5 
To;}n] tkfO{sf cgnfOg sfo{x¿ kQf nufpg 
;lsFb}g .

;a}eGbf dxTjk"0f{, VPN ;]jfn] ;'/lIft Wi–Fi x6:k6 
sf ;fy} uf]kgLotf sfod /fVg ;'/lIft / OlGqmK6]8 h8fgx¿ pknw u/fpF5 .

	y 	s'g} VPN ;]jf lng' cl3 ;f] sf] u'0f:t/ / ;'/Iffaf/] /fd|f];Fu a'‰g'xf];\ . 
	y 	VPN sf] :jfldTj, tLgn] tkfO{+sf] a|fplhª History /fV5g\ sL /fVb}Gfg\ 
/ ;f] sDkgLn] ;/sf/;Fu 8f6f ;fem]bf/L ub{5 ls ub}{g eGg] ljifodf 
cWoog u/L hfgsf/ x'g'xf];\ .
	y To:tf] VPN 5gf}6 ug'{xf];\ h;n] tkfO{+sf] 8f6fsf] /]s8{ /fVb}g .
	y tkfO{n] sfd ul//xg' ePsf] b]zdf cjl:yt gePsf] VPN ;]jf k|of]u 
ug{'xf];\ / o;sf] ;e{/x¿ klg b]z aflx/ cjl:yt 5g\ ls 5}gg\ a'‰g'xf];\ .
	y VPN k|of]u ubf{, glhs}sf] b]zaf6 Navigate ug{ rog ug{'xf];\ .
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	y s]xL b]zx¿df of] VPN k|of]u u}x| sfg'gL dflgG5 . tkfO{ hfg nfu]sf] 
b]zsf] o; ;DaGwL sfg'gaf/] hfgsf/L lng'xf]; .
	y ;/sf/n] :jLs[lt lbPsf VPN n] tkfO{+sf] a|fplhª History / location /]s8{ 
ug]{ / oL ;"rgf, clwsf/Lx¿nfO{ kf; ug]{ vt/f w]/} x'G5 . 
	y of] ;]jfdf OG6/g]6 ;]jf k|bfosn] tkfO{ cgnfOgdf s] x]b}{ x'g'x'G5 eg]/ 
x]g{ t ;Sb}g t/ tkfO{ OG6/g]6df hf]l8g' ePsf] yfxf x'G5 .
	y 	kmf]gdf VPN k|of]u ubf{ tkfO{ s] x]b}{ x'g'x'G5 eg]/ n'sfpF5, t/ tkfO{+sf] 
df]afOn kmf]g sDkgLn] eg] tkfOFsf] :yfgsf] /]s8{ /flv/x]sf] x'G5 .

(= Password Manager eg]sf] s] xf] <

	y 	Password Manager kf;j8{ Jojyfkg 
ug]{ ;a}eGbf ;'/lIft tl/sf xf]  . of] 
Pp6f Pk xf] h'g tkfO{ cfˆgf] l8efO;df 
8fpgnf]8 ug{ ;Sg'x'G5  . o;n] alnof] 
kf;j8{ agfpg / e08f/0f ug{ ;xof]u 
u5{ . t/, tkfO{n] o; k|aGwssf] nflu klg 
unique / strong kf;j8{{ agfpg' k5{ .
	y 	s]lx kf;j8{ k|aGws App x?M 
	� Last Pass

	� 1 Password

	� Common Key

!)= alnof] kf;j8{ s;/L agfpg] <

	� kf;j8{ slDtdf cf7 cIf/ jf cÍ jf lrGx ldl>t agfpg'xf];\ 
pbfx/0fsf] nflu M #ClB46@FF .
	� zAbsf]zdf /x]sf ;/n / ;xh} cg'dfg ug{ ;Sg] zAbx¿ k|of]u gug{'xf];\ .
	� Upper case / lower case cIf/x¿, cÍx¿ / lrGxx¿sf] k|of]u u/L 
cfˆgf] kf;j8{ ;'/lIft agfpg'xf];\ .

	y a]nf–a]nfdf kf;j8{x¿ kl/jt{g ug{'xf];\ . k|To]s tLg dlxgfdf Password 

Manager sf] k|of]u ug{'xf];\, h;n] tkfO{+nfO{ Pp6f Master kf;j8{ dfkm{t\ 
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cGo ;a} kf;j8{x¿nfO{ ;'/lIft 
¿kdf e08f/ ug{'sf ;fy} ;lDemg 
;xof]u ub{5 . 
	y 	b'O{–tx k|df0fLs/0f -Two-step 

verification eGgfn] tkfO{+sf] df]afOn 
kmf]g / Od]n b'j} af6 verify ug]{_ sf] 
k|of]u ug{'xf];\

	y The Dice Method / The Person, 
Action, Object method k|of]u u/]/ klg kf;j8{ alnof] agfpg ;lsG5 .
	� The Dice Method: cfˆgf] OR5f cg';f/ b'O{j6f b]lv cf7 j6f Dice 
x? /f]n ug{'xf];\ / k|fKt;+Vof cg'';f/sf] zAb ;"rLaf6 rog ug{'xf]; . 
tkfO{+n] hlt w]/} zAbx¿ rog ug{'x'G5, kf;j8{ Tolt alnof] x'G5 . 
Diceware (https://diceware.dmuth.org/) n] of] ljlw s;/L k|of]u ug]{ 
eg]/ ;xof]u u5{ .

	�  The Person, Action, Object Method : of] ljlw cg';f/ klxn] Pp6f 
/f]rs 7fpF rog ug{'k5{, bf];|f]df kl/lrt jf k|l;4 JolQmsf] rog 
ug{'k5{ / To;kl5 cGTodf s'g} j:t'sf] gfd / To;;Fu ;DalGwt 
;fdfGo sfo{sf] sNkgf u/L kf;j8{sf] l;h{gf ug{ ;lsG5 .

;'/Iff ljlw ckgfpg k|of]u x'g] ;ˆ6j]o/x? s] s] x'g\ <

!= ;"rgfsf] ;'/lIft e08f/0f ug{
	y 	Bitlocker – o;n] Windows ck/]l6ª l;:6d ePsf sDKo'6/x¿sf] 

encryption ub{5  . of] Windows Vista, 8.0, 8.1 Pro, 10 / Enterprise 

editions, / Windows Servers 2012 R2 df kfOg] ;ˆ6j]o/ xf] .
	y 	File Vault – o;n] ck/]l6ª l;:6d (OS) ;Fu sDKo'6/x¿sf] encryption 

u5{  . o;sf] nflu OS Lyon jf cem cfw'lgs OS ck/]l6ª l;:6d 
rflxG5 .
	y 	Veracrypt – Bitlocker or File Vault nfO{ support gug]{ Windows jf OS 
ck/]l6ª l;:6dx¿ ePsf sDKo'6/sf] encryption ug{ of] ;xof]uL 5 .
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 @= ;'/lIft PlG6efO/;sf] k|of]u 
	y 	Avira: of] dfnj]o/ 5]Sg / efO/; kQf nufpg JolQmut k|of]usf] nflu 
Ps lgMz'Ns ;ˆ6j]o/ xf] .
	y 	Clam AV/Immunet: of] 6«f]hg, efO/;, dfnj]o/ / cGo vt/fx¿ kQf 
nufpgsf nflu kfOg] 
lgMz'Ns PlG6efO/; 
xf] .
	y Avast: of] sDKo'6/ 
/ df]afOn kmf]gx¿ 
-PG8«f]O8 / iOS 
ck/]l6ª l;:6d 
b'j}sf] nflu_ ;'/lIft 
ug{ k|of]u x'g] lgMz'Ns PlG6efO/; xf] .
	y 	Symantec Endpoint Protection: of] :t/Lo / v'lkmof ;'/Iff k|bfg ug]{ 
Joj;flos antivirus / firewall ;]jf xf] .
	y 	AVG: of] lgMz'Ns kfOg] PlG6efO/; / PlG6:kfOj]o/ ;'/Iff ;ˆ6j]o/ xf] . 
kqsf/x?n] k};f lt/]/ o;sf] ljz]if ;]jf -h:t} OG6/g]6 ;'/Iff_ lng 
;S5g\ . 
	y Spybot: of] klg lgMz'Ns antimalware / antispyware pks/0f xf] . 

$= OG6/g]6 ;'/Iff s;/L x'G5<
	y 	TOR: of] 6«flkms ljZn]if0f lj?4 k|of]ustf{x¿sf] /Iff ug]{ Ps 
lgMz'Ns ;ˆ6j]o/ xf] . o;n] k|of]ustf{sf] klxrfg n'sfpF5 / OG6/g]6 
lkmN6/x¿nfO{ afOkf; u5{ .
	y 	Anonymox: of] Firefox / Chrome j]a a|fph/x¿sf] nflu k|of]ustf{sf] 
klxrfg n'sfpg, cfO{kL uf]Ko /fVg / OG6/g]6 g]leu];gsf] ;'/Iff 
ug{sf] nflu lgMz'Ns pknAw plugin xf] .
	y Riseup÷ VPN: of] ;]G;/zLk skf]{/]6 lgu/fgL tyf lgodgaf6 
hf]ufpgsf nflu OlGqmK6]8 Riseup.net ;e{/x¿ dfkm{t OG6/g]6df 
k|of]ustf{ g]leu];g ;'/lIft ug{ ;lsg] lgMz'Ns ;ˆ6j]o/ xf] .
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%= Anonymous search engines -uf]Ko vf]h OlGhgx¿ s] s] x'g\ <_
	y 	DuckDuckGo: of] Encrypted j]e vf]h OlGhg xf], h;n] 
OG6/g]6df tkfO{n] vf]h]sf ;fdfu|Lx?sf] uf]Kotf sfod 
/fV5 . o;n] kmfo/kmS; a|fph/df add-on sf] ¿kdf 
sfd u5{ .
	y 	StartPage: of] klg tkfO{n] OG6/g]6df vf]Hg'ePsf ;fdfu|Lx?sf] 
uf]kgLotfsf] /Iffsf] nflu 
agfOPsf] Encrypted 
vf]h OlGhg xf] .

^=;~rf/ ;'/Iff Pkx? s] s] x'g\ <

-s_ Od]n 
	� Gmail ;'/Iff hfFr 
	� Gmail Two-step verification
	� Google advanced protection
	� Thunderbird ± GnuPG ± Enigmail
	� Mailvelope 
	� Protonmail 

-v_ ;'/lIft ;Gb]z 
	� Pidgin jf Adium ± OTR

-u_ PlGqmK6]8 lel8of] ;Dd]ng
	� MeetJitsi

-3_ df]afOn pks/0f ;'/Iff
	� Lookout

	� Avast -for Android

	� Avira 

-ª_ ;'/lIft OG6/g]6 g]leu];g
	� Psiphon for Android 

	� Private Internet Access
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-r_ uf]Ko g]leu];g -Anonymous navigation_ 
	� Orfox 

	� iOS sf] nflu Onion Browser

-5_ ;'/lIft df]afOn Rof6
	� Chat Secure  Rof6 ;'/lIft -PG8«f]O8 / iOS sf b'j}sf nflu_
	� Secure SMS

	� Signal     

-h_ OlGqmK6]8 kmf]g sn 
	� Signal iPhone / Android sf nflu alnof] encryption 
	� Whatsapp: encryption ;+rf/ dfkm{t t'?Gt ;Gb]z / sn ug{ 

^=;|f]tx¿sf] ;'/Iff s;/L ug]{ <

– olb tkfO{ OG6/g]6 ;'/Iffsf] 
ljifodf sd hfgsf/ ;|f]tx¿;Fu 
;~rf/ ub}{ x'g'x'G5 eg], 
pgLx?;Fu Od]n dfkm{t ;~rf/ 
ug{ oL tl/sfx? ckgfpg'xf];\ M 

!= https://protonmail.com df 
cfˆgf] nflu Proton mail account 
agfpg'xf];\ .
@= cfˆgf] ;|f]tnfO{ ;'/lIft 
kf;j8{x¿ l;{hgf ug{{ eGg''xf];\ .
#= olb tkfO{+sf] ;|f]tn] ;fj{hlgs 

:yfgdf ePsf] sDKo'6/af6 Protonmail k|of]u ub}{5g\ eg] pgLx?nfO{ 
lghL÷incognito df]8 k|of]u ug{ nufpg'xf];\ / attachment JolQmut USB 
df /fVg ;'emfpg'xf];\ . 
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	y 	olb tkfOF OG6/g]6 ;'/Iffsf] ljifodf /fd|f] hfgsf/L ePsf] ;|f]tx¿;Fu 
s'/fsfgL ub}{x'g'x'G5 eg], pgLx¿nfO{ PGP (Pretty Good Privacy) ;lqmo 
ug{ nufpg'xf];\  . o;n] tkfO{nfO{ ;fj{hlgs kf;j8{ ;]6ck ug{ / 
rflxPsf 8s'd]G6nfO{ ljB'tLo x:tfIf/ u/L  k|df0fLs/0f ug{ ;xof]u 
ub{5 .
	y cfˆgf] df]afOn kmf]g / sDKo'6/÷Nofk6kdf sG6\ofS6 ln:6sf] kx'Fr ug{ 
;'/lIft kf;j8{ agfpg'xf];\ .
	y kfO/]6]8 jf z+sf:kb ;ˆ6j]o/ 8fpgnf]8 gug{'xf];\, o;n] tkfO{+sf] 8f6f 
hf]lvddf k5{ .

&= df]afOn kmf]gsf] ;'/Iff s;/L ug]{ <
	y cfˆgf] df]afOn kmf]g kf;j8{n] 
;'/lIft ug{'xf];\  . o;sf] nflu 
klg c+s, cIf/ / lrGxx?sf]] 
;+of]hg u/L ag]sf] kf;j8{ 
;a}eGbf ;'/lIft ljsNk xf]  . 
df]afOn kmf]g k|of]u ug{ dfq 
xf]Og To;df /x]sf Pk -Od]n, 
;fdflhs ;~hfn cflb_ df 
k|j]z ug{ klg kf;j8{x¿ 
/fVg'xf];\ . 
	y yk ;'/Iffsf] nflu cfˆgf] SIM 
sf8{nfO{ SIM lkg sf]8åf/f 
;'/lIft ug{'xf];\, kmf]gsf] ;]l6Ëudf of] ;'lawf pknAw x'G5 . 
	y cTolws ;+j]bgzLn hfgsf/L Rof6df slxNo} share gug{'xf];\  . h:t}– 
tkfO{sf] a}+s hfgsf/L jf tkfO{sf] kf;j8{x?, cflb .
	y End-to-End OlGqmK;g ug]{ Pkx¿ h:t} Signal jf Wire dfkm{t dfq 
c¿;Fu s'/fsfgL ug{'xf];\ .
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